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Eticka poznamka

- Soucasti prezentace jsou ukazky vystupu, které obsahuji realna
provozni data nebo realna schémata monitorovanych infrastruktur !!!

- Z hlediska respektu k soukromi uZivatelt byly proto vybrany
(pokud to davalo smysl) jiZ moralné expirované ~ zastaralé

vystupy

- Anonymizace nékterych realnych provoznich dat by zasadné
degradovala vypovidaci hodnotu vystupu

Proto neni mozZné prezentaci v puvodni podobé zverejnit 1!
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Co uzivatelé chtéji a ““potrebuji” v oblasti
monitorovani ?

- Spravci paternich rozsahlych siti (alespon nasi) — chtéji pokud
mozZno okamzité vidét i ten nejmensi detail v riznych perspektivach
(casovy rozsah apod.) ~ p/lnohodnotnée interaktivni uzivatelske rozhrani

- Spravci lokalnich siti/sluzeb — nechtéji se primarné zabyvat
monitorovanim, shirat a vyhodnocovat kvanta dat a atd..; jsou
soustifedéni no doru¢ovani ,high-level” sluzeb koncovym uzivateliim;
oceni pomoc pri reseni problemu ~ jednoduche intuitivni uzivatelskée
rozhrani prehledoveho typu

- Clenové bezpeénostnich tym( (CSIRT) - chtéji byt aktivné
upozomeni (je-li to moZné) na anomalie a musi byt schopni (v kaZzdem
pripadé) analyzovat udalosti v ramci ,incident handling” procesu ~
uzZivatelske rozhrani se specifickymi viastnostmi (jednoduche v nekterych
oblastech, komplexni v jinych)

- Koncovi uzivatelé — chtéji véci pouzivat, ne je analyzovat; pfipadné
potrebuji nékoho, kdo vyresi jejich problém — maximalné se zajimaji o
zakladni informace ohledné funkcénosti sluzeb (..co vyhodnotil operatori..)
~ velmi jednoduche intuitivni uzivatelske rozhrani

- ..atd., atd. ...manaZefi,...dalSi skupiny - rlizné perspektivy, rizné
poZadavky
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Nastroje pro plosny monitoring vyvijené a pouiiu'ané
v e-Infrastrukture CESNET

- Zameéreno pouze na obecné SW nastroje (CESNET vyviji a uZiva
také dalsi specialni [HW/HW-SW] nastroje)

- Oblast sledovani infrastruktury
- Informace o infrastrukture, jejich komponentach a sluzbach
vytvafena z informacich sebranych ze zafizeni a systémt, které
Infrastrukturu tvori
- System G3
- Oblast sledovani IP provozu na bazi toku (flow-based)
- Informace o IP provozu instituci, zafizeni, pfistrojl, linek, atd..., o
Incidentech a anomaliich - prostrednictvim zpracovani informaci

o IP provozu na bazi toku (~ netflow) ziskanych z infrastruktury

- System FTAS
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|
Sledovani infrastruktury — systém G3

- Plvodné vyvijen jako systém pro plosné souvislé sledovani patere
NREN, postupné rozsifovan o nové mérici schopnosti a nove
komponenty

- Pouzitelny v LAN, MAN, WAN, kampusovych prostredich

- Vyvoj fizen prevazné uZivateli (spravci paterni sité e-
Infrastruktury CESNET, spravci sluzeb, spravci koncovych siti)
- Komponenty
- Merici jadro
- UzZivatelska rozhrani
- Interactivni Ul

- G3-reporter

- Vizualizator a notifikator udalosti a anomalii
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Systém G3 — méfrici jadro

Periodicky sbér dat (v principu libovolnou metodou)
- Zpravidla aktivni méfici uzel

G3 - measuring node
E

G3 - measuring node
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Systém G3 — méfrici jadro

- Zabudovana podpora SNMP; RFC MIBs, proprietarni (Cisco,
Alcatel-Lucent, CESNET, ...) MIBs

- Automatické mereni celého zafrizeni v kazdém kroku — pro
kompletni SNMP méreni sta¢i nakonfigurovat |P adresu zarizeni a
autorizacni udaje

- Automaticka konstrukce logicke struktury zarizeni — nezavisla na
technologickych identifikatorech (SNMP indexes)

- Konfigurovatelny (strategie) dynamicky ¢asovy krok pro sbéer dat —
nizka prumérna agresivita (zatéZ zafizeni) méreni a zaroveri
moZnost zachyceni urcéité “dynamiky” déju

- Aktualné je mozno méfit > 700 udaju-polozek (~ 550 SNMP OID)
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Systém G3 - interaktivni Ul

- Interaktivni ,browser" po strukture zarizeni a komponentach
infrastruktury & vizualizator vybranych udaju z vybranych
objektu

- Princip prace - 2 kroky
- a) Vyhledani & vybrani objektu zajmu

- Flexibilni vyhledavaci aparat (nekolik moznych
zpUsobU, uloZzeni podminek pro dalsi pouziti)

- Specialni vyhledani objektl, na kterych byly v
zadanem intervalu namereny ,anomalni®
hodnoty 1j. pfesahujici interaktivhe (v Ul) zadané
limity (napf. rozhrani s chybovosti >= 1.2 pps,
CPU s 1 minutovym vyuzitim >= 75%)

- Volitelné predlohy pro vizualizaci stromu objektt
— |ze interpretovat vice objektl jako jeden
agregovany (napr. vsechna vyhledana sitova
rozhrani jako jadno anonymni)
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Systém G3 - interaktivni Ul

- Interaktivni ,browser" po strukture zarizeni a komponentach
infrastruktury & vizualizator vybranych udaju z vybranych
objektu

- Princip prace - 2 kroky

- b) Vizualizace vybranych objektu zvolenym
zpusobem

- Automaticka agregace (graficke vystupy nad
vice objekty)

- Vizualizace 1-n udaju-polozek, predefinované
systémove pohledy, moznost nakonfigurovat
vlastni templaty
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Systém G3 - interaktivni Ul

Krok 1: vyhledani a vyber konkrétnich objektu
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- Krok 2: vizualizace vybranych objektu zvolenym zpusobem

Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET

BECESNET
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Systém G3 - interaktivni Ul

- Krok 1: vyhledani a vyber objektu ,,agregovane* (identicka
podminka)
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Systém G3 - interaktivni Ul

- Krok 2: vizualizace vybranych objektl zvolenym zplsobem ,agregované*
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Systém G3 - interaktivni Ul

- Ukazka efektivniho vyuziti agregacnich vlastnosti (sluzba pro
uzZivatelskou sit): pokus najit pricinu vysoké zatéze CPU pomoci
agregovane vizualizace vsech CPU a rozhrani v siti...

Packet rates per class - Output
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Systém G3 - interaktivni Ul

- Ukazka (sluzba pro uzivatelskou sit): hledani zdroje vysoké zatéze
CPU - vwyhledani konkretniho rozhrani (hluboko v infrastrukture) s
vyznamnym ,pfispévkem" multicast provozu — s prlibéhem
analogickym zatézi CPU (CPU vizualizovano agregovaneé)
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Systém G3 - interaktivni Ul

- S interaktivnim Ul Ize prakticky vse, ale...

...Je nharo¢hé — a) ha technické znalosti uZivatele, b) obecnost
rozhrani jej ¢ini sloZitym — OK pro sitové administratory a
specialisty, méné vhodné pro ostatni skupiny uzivateld...

Je tfeba | néco:

a) jednodussiho (ovladani, navigace) a srozumitelnéjsiho
(interpretace dat) pro ostatni skupiny uzivatelu

b) co by umelo automaticky detekovat a oznamovat anomalie
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Systém G3 - reporter

- Struktury periodicky generovanych statickych HTML stranek

- RUzné pohledy na sledovanou infrastrukturu a/nebo jeji
cast

- Jednoducha hierarchie (srozumitelnost navigace):
prehledova stranka — detailni vystupy + pfip.
horizontalni ,prolinkovani®

- Technicky reseno ovladanim interaktivniho Ul pres
STDIN/STDOUT (simulace chovani skutechého uzivatele)

- Vhodné pro béZné uZivatele — jednoduché & intuitivni,
alesporn doufam ;-), vse na proklik
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Systém G3 - reporter

- Ukazka monitorovani infrastruktury projektu FEDERICA (FP7) —
,Zdravi sité*, uvodni prehledova stranka
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Systém G3 - reporter

Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET
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Ukazka detailniho vystupu (proklik z mapy nebo z tabulky) —

struktura, obsah i rozsah mohou byt libovolné (dle konfigurace)
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4 ?ESNET

Infrastrukture CESNET

Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET

Ukazka monitorovani vyuziti streamovaci platformy v e-

ESNET Lo SYSTBM - rapovIe
;i i ¥ A

h ?EEHET
Systém G3 - reporter
1
Streaming users
24 hours 24 hours 24 houirs
i 2 H 107
i EHJJMH‘L-__-JL&- :”:T-'u-.

CESNET: streaming service utilization

The fallowing table shaws CESHET streaming semvice utiization (per  Nasledujic' tabules |
straam] curing the perind 2013/11j22 11:52:02- 2013/11j22  (jecnotlvé oroucy) 2

12:02:02 , 20131122 12:02
Straam name Streaming user count (avr) Total user ¢
5@l | sever14=vod |k 347
] multisite | e 3.1
G hdtvl | 1.104 2.288
58l | ziratal 0000 1.000
1] | zirafa2 0.000 1.000
5ef | zirafa3 0000 1.000
1) [ 200l 0,000 1,000
S8 [ 2002 Q.000 3,000
5ol [ z003 {200 J.000
[ 2006 .00 3.000

se(

W

Th: 13:80  Fri 28:38

Users Tatal

min= 100 rraw= 13,690 avr=3 142
Active Streaming

min=1A00 rax= 13,690 avr=3 142

Streaming users
' days

0 A L
’ Waek 4T '
Users Tatal

mn=0000 ras=25825 aur=5 775

Active Streaming
mins b A00 rax= 25825 gur=5 779

Streaming users
1 manth

Measured streams count

%n. 1380 Fri @08 max= 1L
Streaming allocated bandwidth
mir=29,B46M max=16.323M aw=12 133M [hps]
15%'5 =i ik =._-"-'~
10 H r]ﬂllmr b ue Mgk 47
Measured streams count
[ ——y E mee= 1.1

Streaming allocated bandwidth
mir=3.5240 mex=16 542M ar=11.145M (hps



SECESNET  Slzby sledovéni infrastruktury a provozu sité v e-infrastruktufe CESNET #ﬁ% ESNET

Systém G3 - reporter

- Ukazka monitorovani vybranych E2E sluzeb v e-Infrastrukture
CESNET

Line utilization: CESNET E2E lines (selected)

]
Maaara: phorlacas

The dagrann shiows load of selected E2E ines in Large Ifrastractare CESMET as well 25 infematioral ores terminated here. Th presy ;]j'IJ
sectinme e cakuree L' v hi A lzad i tha [EETHETEH \
AULAFLNLES OF 55595 - FOLAFLLLES 1159 5% SWT (EuropePragoes], GAMT+HIN M=
Chzk ar thiz Ink sectior to cbtan detailed statisnes bassd on actwe neswok dovicos,

(TR

ARSI Large Infrastructuy .,

LHGONE CESNET lzerairg

\".'#'E.Ilj":‘- FZ Karlsrubs q-
ey

VLA CptiPuber 1=l

s s | Ve

S : B b b
e . it

J.-:‘-‘“w i 5i1

.1;‘ ¢ - II' II'\. E EJE .
F— nEli i rast £ "

WL440 Cinegridi 0 pik

VL4 Ciregrids HARL e
WLAGD APAM et MRl
VL2020 FMAL Lucema X1 - '
VLIIZ1 BNL Bmo i | _
VL3322 TAIPEI ir ¥, u iy I

WS TWaARERN Giiabovi Troja Hure!
Eimors s, gt Datath s it
Utllization: oprl e . ipal dscands -
[ I | I | — - N o
B 01 05 1 2 5 0 3 &0 70 B0 G0 10O% el np=dE K rElE np= L% _
i, =i g k
Other Information Orpu s s 4 Drpakdsoank ; L Lule 1y
. . o . . Lol
§ gzl H il Mt E
Thiz folewang tob e shows walacs of echer impotatt pararmctess mzosuned ot actes retwork deswices darnig thz parod UL np=) X av=LIL LI np=) =L
201301232 O EWSS . FOLAS] 1S 115055 SWT (Curope/Pragie], GMTH1H |
{ W1k e e il Birate fatir) LA nbrabioe (e
Bfehowa-=Trunk to FZW 1C00 ano Mbps 2EZ2.8L] bps O0ZH &3 %
Trunk ko FZU-=-Bfehows 1000 200 Mbps 250, 45E bps Q030 ¢ 3%
Arrid=m= CF SMET 100D Chps 1.5494 E|:-|:|H 0T & %




?ESN ET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET

System G3 - reporter

- Ukazka sluzby pro uZivatele (Uvodni stranky) — vyuziti & zdravi

infrastruktury

PRI i s o LD il e B e e el b s peaE i R D '.-Il_'dl_'l LS L e R ] R L~ L LS I.F_r
avarage aad. Click on the line to obtain detailed statistics,

B e ek s LiFitd
wita i GHLE

CA1 Ril i
L

dtilization values scala image

Lines

The fullowing table shows values of other relevent perameters measured at actve neteork
dewces during the perad: 200408017 11:15:20 - 201340417 11:25:20 MFST
[EuropseiPrague], GMT+2H |

F ke Ltakrshan fawr)
DHO L-=DH2 D248 %
DROZ2-=DRO1 10421 %
DRO1-=DRE3 0.558 %

DR33 DR43
oRao'® @pRaz

W masledujci tabulos jsou k dispozici deldi souviseic’ Odaje namefens « aktiveich prvkd site za
chdobl 2014017 111520 - 20014017 11:25:20 .

Capacity Ritrate {avr)
Loon 000 Mbps 55 282 wbps
1200 000 Mbps 134,217 Mbps

1000000 Mbps 5,377 Maps



S3ECESNET

Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET SECESNET

System G3 - reporter

Ukazka sluzby pro uZivatele — prehledova stranka

COT mps e - e s
CESNET - .-.'-.-l'- frarrs Koswmaar, evppraghils 83 AN A=PR0T, 53 A 1 el

Large Infrastructure CESNET: Institute of Physics Academy of Sciences of The Czech
Republic - network connections

Avcrage ubiization for porod: HeIF1I/2F 08008206 - 201371/ 37 OO 0F-20 SWT [EurapesPrague ), GMT+1H

aw riaps sl Tha atileslion ol nelsaeck carnectione ol nelinds of Fhysos Scaomry o Scipnoes o e Cesch Bl proovics:d by Largs I raslaciors CESRMET  he aressnled lioks ses colearsd by
Averags kel Click cootbs boe Lo chilaie dei=is:d slalisics

GEANT E2E  j Large Infrastructure
Gng Compubng Gentre =
Fomsehungseenirum Kadsrube 4

. Inslilute al 1
GERMANY Pasnst MAN ﬁ Acadermy of -

LHCGONE

.-.""-"'"

Global Lambda™_
integrated Facility "

E2E senices tnunk

Broakhaven

Wuciear Physcs Institvie Asd
ﬂa:nnahl.siunraln'y

Acadamy of Sciencas of Tha Crach Republic

Muclear Phisics Instituba Buknka
Acadenmy of Sciances of The Crech Republic

i Faculty of Mathsmatics and Physics
- Charlas Unhearsity in Pragus

! Faculty of Muclsar Sciancas and Physical Enginsaring
i Czech Techaical Universty in Prague

Instbute of Expenmental and Apalied Physics
Crach Tesmca ul'.'l'ﬂl'ﬂ-rt!f' in Prﬂwe‘

Fermi Hatianal
Accearator Lanoratory
UEh,

Acadama Sinica
Girid Computng
Taipeil TANIAN

-,

1} o1 05 1 ? 5 10 0 il Fi Bl an 100 %
Other Information

Thie dellnwireg tabls shosm wsoes of othee rslaesnt parsmsisrs msaness =51 sckive nisbeeck decces dorirg The period: 20 0300 102 EE2E - FREEL 12 Q9:00: 28 SWT [Faropefospoae ],
el & Fid

frEnsce
LTk U izabion o) Capacity Eitrats fawr) Drobons
Yoo s
Instibute of Mhyslcs ASCR Prague-=-Formil Matlonal Acceleratksr Laboaratory USS 1£.723 %5 1000 200 Mbos 127 220 Mbos 2.000 ppe
N LHCOME-=InstiRute of Phgslcs ASCHR FPraguc

O.10= % 10000 Sops 615 .3221 Mbos 2000 pps |



CESNET

Sluzby sledovani infrastruktury a provozu siteé v e-infrastruktufe CESNET %‘ﬁ ESNET

Systém G3 - reporter

—i—cﬁoﬂﬁﬁzka sluZby pro uZivatele — detailni vystup

Large Infrastructure CESNET: Institute of Physics Academy of Sciences of The Czech

Republic - network connections

Avcrage utifzation for ponod: H0I5 1127 0270820 - 201371 27 00520 SWT (Eurapesrague ), GMT+1H

s rriap slerss s utilestion ol netsasck carnectione ol nxiibds ol Fhyses Scscsry o Sciences o The Cesch Psousle provics:d by Large D raslnaciuns

Avermgs kel Click o ths bos Lo chilaie deiais:d] siatisicos

GEANT E2E

j Large Infrastructure

CEEMEL he aressnlsd links ses celeared Ly

Gng Compubng Genire El'
Ferschurgszenirum Karsrube A CESN. Inslijuba al
GERMANY Academy of
o The Crach Aeaualic
LHECONE
e T [
iy S s

Bit rates (bos]

T T T
[ - T - T - T
[ I -1 I [~ I = = =]

Washk 45

Wash 44

Waak &5 Wesh 47

Input min=51%.2680k max=6.856G avr=681.786M
Output  min=19%6M max=4.288G anvr=311.151M

Input/Output traffic ratio [%] Estimated packet length [bytes]

-1 month -1 month
0|
& &
the 138 40k
rm _ ;. a h . . : ) s
_ . . 4, TEERRONILRCSE.
Lirid Weah 45 Wk 47 Wesh 45  Wesb 47
Ins L 12.88] max=582 952 — min=35.230 max=4+4.464k
Ly I aur=67.446 PUL aur=1311k
| t]u_ Butout m|n=_i: IJ_#_E_ma‘a::ET.l 158 Outeut m|n=_?_2_.5_5_?_ rmax=1.693k

Packet rates [pos]

-1 month

&
(=]
F - o - S

! Wasak &4 Weak 45 Mk 45 Waak &7 *
It min=45%.598 max=568.208k awr=50.428k
Output  min=498.856 max=361.590k awr=43.240k
Multicast packet rates [pps] Broadcast packet rat
-1 month -1 manth
¥
200 |
I L " - Sm
180
4] . - e me O g +——

Inpul

iutout

“Wesk &5 Weak 47
min=127.187m max=216.519m

awr=152.529rm
min=0.000 max=40.587m

min=0.000 max=4
Fur=2.431.

min=0.000 max=_E

Inpaul

ittt



.lCESN ET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET .lCESN ET

|
Systém G3 — vizualizace a notifikace udalosti

- Zalozeno na on-fly porovnani aktualne zmerenych (a/nebo
zpracovanych) udaju (v méficim jadru) vUuci
nakonfigurovanym limitl (~ absolutni hodnoty, gradienty,
zmeny,...)

- Limity konfigurovane globalne nebo pro jednotliva zarizeni
- Interaktivni ,web-based” (HTML) uzivatelske rozhrani

- Mozny ,plain-text’ vystup (na zakladée konfigurace, v¢.
filtr na konkrétni objekty atd..) jako vstup pro Nagios,
Icinga apod.

- MozZna specificka konfigurace pro ruzné skupiny uzZivatell
(filtrace ~ pouze konkretni objekty ~ rozhrani, zafizeni,
typ udalosti)



: I'I:ITT ESNET  SwZby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET ﬁjﬁ ESNET

Systém G3 — vizualizace a notifikace udalosti

- Ukazka HTML vystupu

53 sysbem - nobhcabons auvtiwor: fom Kosnar, copyrght: & 2001-2014, CESNET ale.
last howur , fast 24 hawrs , last 7 days, month 20144, month 201483, E"'I'::Im:.u.: ;‘:* Last 7 mondh erealh moell sonth eresth  aeelh  moedh  mordh srenth mealh monih ereath moetl
Barind: manth 20142, manth 20147 . manth 201312, month 2003711 . it Bour days IPI4M 20105 30140 20164 201322 014/2] F01470 I01A0 201508 J01AF 0138 201305 F01AM
| month 2013010, month 200 39, month 200 38, month 201307, e
manth 20T 36, manth 20135, manth 201304 srrars = oo * = b = = * * * = * * = .
- Fac kel
Wiews  delowed, serw-aggregated | agoregaded s = s - = 5 = = - - . = - - = -
Caunt ~ - oew - - . . - - - - . - . - - . . -
Lirmit: 10, 20, 52, 10, 2040, 500, 14000, nane ubizetson
- mr"‘r.:. - - - - - - - - - - -
Show or Hide WoAN= uibzabon dimcarde " * " "
Others: oW or Hide configurad value limits far avents E"‘ﬁ:“;" = a  om " = " = = = M " = * - = "
Pesel to default setup mbarface . . . ) N . ) ) N ) ) B N ) N )
G2 moasurcrmicnt whalizalion
Mahca: Raparts far angear penods (g, months! may take & lorof ime - far axampks fans af saconds, Responss ime depands an parad sze and mumber of svants that
accwred durng that perod. JLix also recommended Lo ol Uhe rumiber of evenis o display lor longer penods,
Semi-aggregated view on events in last hour, ordered by ' Time® I descending order, cownt brnt more. VEAN and Tunne! uiibzabon 15 fedden, Fide ks i report
FHaddan devices; 195,113
Hedden device Managementa {1595, 113, ]
CanyIaREnts! Hydrohiolagicky ustaw walk
Fedden subjects: interface discards
4 Event T 4 Last Time 1T W Device [F W Devives Conmprorsent [T P Lazl Measured Valwe in 'LAST Hour: JF
Gi.g‘—'-'i'lﬂ-:' bt error raba: 4, 407415 % (1.5 307
= = |nterface smors Gl A1 F 115555 = = 185,113, fo.cesnat.oz = 2 T3S 55 B pasl, difference; + 3228107 %
T e lirees riedeshecd wahiss==T% vakice=Tpns
SgrabilE] e S
ﬁg:-'? Ly B eLilpul erfoF rabe: 3, 1684328 % [8.070
= & Interface emors Olangl F 115505 = 2 195 113 fo.cesnet.ce = dat i.:;*ac oF pos). difforonco: +3. 073399 %
J_ﬂ:: 113 lrits resched valuer =1% valoer=lpps
Faste e ot orror rabe: 15 5783251 % (3R 230
= = Intarface arrors AL FINERG = o 185113, esnat.c> = ® Fa949, 51 G posl, difference! -282, 2770593 %
fkritacr Irrice rasechadt valuss=1% valiss=Inne
CPU af 5 =) X .
P -"_'.-.|; SR esl 5 rrwrata whiizatan: 83000 %,
= = CPU ulilizaliomn 201401 F 11 4sn = = 195 173, J.cesrmel.oz = = coL af LLE g.rr_'\-r_.'u'.l_ 1.3 50w
= rJr lirdts pion bl wakies = 0%
CPU ef 5 ) X . _
CEC Care CPL Lasl 5 rwuibe whivzatan: QF, 00 N,
= = CPU ulilizalion 201404717 11:40:50 = 2 125 113, J.oesrmel.ocz = = o af o e growifs: 1. oo
= ok Tt foant Pl wssbuiizs= =715
Sagrabilc] ) Cutput uiihzabon: 91 024 %
= & Interface utilization| 201 &0L17 114574 = & 147,231 .. farm . particle.cx = & @329, = L R O43I5649. 15% hps)
fmak-al lrries raschad valyss =os%
1 GArgahirE =3



i ?ESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET #?EENET

Systém G3 — vizualizace a notifikace udalosti
- Ukazka HTML vystupu - detail

1 Fvent t 1 Last Time t e Donsico X
b Device Component £ & Last Measured Value in 'LASTHOUR' 1§ In LASTHOUR' T | Total 1 I
= # CPU utilization 2014/10/06 09:23:15 = 2 14 - CPU last 5 minute utilization: 83.000 %,
_ :EPUnf Routing 6 growth: 1012 11t 775
Processor 5, module j o, LR
imics reached: valie>=T0%
= 2 CPU utilization 2014/10/06 09:23:13 = # 14 CPU last 5 minute utilization: 83.000 %,
= # overall information 2 growth: 1.012" 11+ 172+
imrs reached: valie>=T0%
GigabitEthernet1/0/2,
= # Interface ubilization 2014/10/06 00:23:07 = # 10y GiLj0/2, Vysoka skola  output utilization: 90,966 %
= # 63 (90966333,056 bps) 4+ 676

Mg reacned: value>=85%

output broadcast packet rate:

= # Broadcasts 2014/10/06 09:22:28 = # 14 _ ;art-channei]], Poll, ey 127257493 pps -> 236034.899 pps, ws| o780
ha2 growth: 1.855*
imis reaced; valse>=10000pps
= # Multicasts 2014/10/06 09:22:28 = # 14| GigabitEthemet326,  output multicast packet rate: 71360.680
= #Gi3/26, swL041 93 pns -> 156898646 pps, growth: 2199+ 5¢) 490
(golias) imis reated: value>=100000p0s
= # Broadcasts 2014/10/06 00:22:28 = # 14| GigabitEthemet3[26, output broadcast packet rate: 55305.092

= 2 (i3/26, swL04] O3 o5 -> 78933676 pps, growth: 1427 10+ 272¢
1 T A T TR T | |



BECESNET  SluZby sledovéni infrastruktury a provozu sité v e-infrastruktufe CESNET %EEENET

Systém G3 — vizualizace a notifikace udalosti

- Ukazka plain-text vystupu s filtraci pro Nagios/Icinga

# (3 systen - notifications, author: Tom Kosnar, copyright: CESNET &, 1. e,

# Event; Last Tine;  Device; Device Component;
CPU utilization; 1397720682, 19,113,
CPU ut1l1zation: 1397720682, 195,113,
Interface errors; 1307720616, 195,113,
Interface errors: 1397729552, 195,113,
Interface errors: 1397729552, 195,113,
Interface utilization; 1397720079;  147.231,
Interface utilization; 1397728104; 147231,
Interface utilization; 1397727490; 195,113,
ICMP echo Toss; 1397726601;  195.113.

# page created at Thu Apr 17 12:16:44 2014

Last Measured Value 1n 'LAST HOUR':
BN, cesnet ¢z, CPU of Sub-Module ¢
-BM, cesnet ¢z, CPU of Sub-Module ¢
1.cesnet,cz; FastEthernet9/9, Fag/9, SV
7-Mo.cesnet.cz;  Grgab1tEthernet2/d,
J-Mo.cesnet.cz;  GigabitEthernet2/3

506, far c2;  GigabitEth
506, far (2; GigabitEth
106, cesnet ¢z, G1gab1tEthernetl/0)
cesnet.cz; ICHP echo Toss: 33




: ﬁEEN ET  SluZby sledovédni infrastruktury a provozu sité v e-infrastruktufe CESNET & ﬁEEH ET

Systém G3 — vizualizace a notifikace udalosti

- Ukazka notifikaci

Subject: G3 - CESNETZ2 measurement: Interface state changed
Date: Wed, 2 Apr 2014 15:40:36 +0200 (CEST)

Interface state changed:

Device » 185.113. 1_-F‘HE.cesnet .CZ

Interface . TenGigabitEthernet2/3, Te2/2, VTP [ (oL owow,
1551.72] 43/31->20/39 DWDOM 20/11->64/11->31,32, 195.113. 148

Message : interface UP - state changed administrative/opreating:
UP/DOWN -> UP/UP

Time range (GMT) : Wed Apr 2 13:36:48 2014 - Wed Apr 2 13:40:232 2014

Time range (local) : Wed Apr 2 15:36:48 2014 - Wed Apr 2 15:49:23 2014

Date: Wed, ZApr 2014 15:39:38 +0Z0U {CEST)

Packet rate:

Device - 195, 113, 15| o -PH

Interface . 1/1/1, 10-61g Ethernet, "MetaCentrum L3", MetaCentrum L3

Nessage . input unicast packet rate: 17789.005 pps -> 86289,565 pps, growth: 4,851*
value:prev_value>=2 prev_value>=1pps value>=70000pps

Time range (GHT) . Wed Apr 2 13:38:26 2014 - Wed Apr 2 13:39:31 2014

Time range (local) . Wed Apr 2 15:38:26 2014 - Wed Apr 2 15:39:31 2014




8ECESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET SECESNET

Systém G3 — vizualizace a notifikace udalosti

- Ukazka sluzby pro lokalni sit — v zavislosti na prostredi jsou
podstatné i jiné udaje neZ v narodni patefri — viz. STP

igabi output utihzaton: 57,554 % (9755437 4
GQEbl’fEmErnEtjﬁ__ - 0L putt shon' G Ly

. hps)
Gi3/4, D36.160 jmits reached vakie>=85%

2 Interface utilization 2014/04/17 10:25:34

® 10,156,101, 506A-DR56 = =

. ke ok b rahnny Q7 23 % (77318 B
GgabemEanHﬁ'?, E] I.-..lu\.;l.ll. L-'...l._:-'l- P [ I P e F g cll. |2£0L 3L 0,8l

: pps)
Gi3/37, D56.258 -

number Stp topology changes: value ch
® 10131101, '506A-DR31 63175 .5 175

lmis raachad valie -ne prev_vale

number Stp topology changes: value ch
2 Stp 20140417 09:00:06 = # 10.1.60.101, 4506A-DR60 63 1719717 > 110218

lrnts reached value -ne prev_vale
hme since Stp topology changes: 00 hot

. ‘chan
2 Stp 20140417 08:58:59 = 2 10156101,  506A-DR56 63 minutes 30 seconds before ime of
maasuramant

lrmits reached value must grow
time since Stp topology changes: 00 hot

£ Interface utilization 20140417 08:37:11

* 10,156,101, 506A-DR56 = &

z Stp 201400417 08:00:12

. g
= 2 Stp 201400417 08:59:00 = # 101.81.101,  4506A-DRS1 63 Minutes 32 seconds before tme of
maasurement
lmits reached vakie must grow
Uinecard(slot 1), medule,
5‘-4'{1'&"-“ 1sor ol-£ 10Ge
(%2), 1000BaseX CPU last 5 minute ublhzation: 72,000 %,

£ CPU utilization 0140417 08:45:01 = & 10.1.6.101, | 06A-DRO8 = & (SFPlwith2 10GEX2 @3 growth; 0.758*



4"]3 ESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET ﬂ“': ESNET

Systém G3 — vizualizace a notifikace udalosti

- Ukazka detekovaného utoku na DNS CESNETu

Jetailed view on events inmonth 2013/12 orderad by Time' in ascending order, count limit nene,

-iciden gevices:
Hidaen gelice componants
4 Elent } Time 1

X #Packet rate 20131218 11.07:15 = # 185,113,

X #Packet rate 20131218 111514 = # 195,11

¥ #Paclet rate 2013/12/1811:24:19

#19,113

¥ # Packet rate 20131218 11:30:2] = # 19511

x #Packet rate 20131218 11,3313 = 2 19311

X # Pacicet rate 2031218113956 = # 18,113

X 2 Packet rate 20/ 31218 114100 = 2 195113

x #Packet rate 20031218 11:46.23 = # [45.11

Cas

L Cevice Component &

Wand \14 Cesne
2000.718:1:1:0:0

Wand u“-f: Casne
cesnet.cz % ’E"Gﬂ‘ 7181100

cesnet.cz ¥ 2.

el =”ar"ﬂ 114, Casne
20007181104

Loi L

Wand |14 Cesne
LR 1.7
CRENEL.CZ X #5001.7181.1.00

Wand 114 Cesne
CESNELCZ X #, .0\
2000 7181:10:0

Wand 14 Casna
cesnet.cz X 2 -
2000 7181:1:00

na

—r :'1ar41 14, Cesne
200071811010

Wand 114 Cesne
CeSNeL.cz ¥ # 51 16.1.1:0.0

Wapd 14 Cacng

3 Measured Vale 1

SEF'EEF{E\. rate; 2350
546,167 pos, growtn, 1557.893¢
c3. QUL Unicast packet rate: 3733946 167 pps -
3547334283 pps jgrowth 2 353
63 OUTut unicast packet rate: 9547534 283 pps -
4752684 488 pos, growth, ( 495*
g3 OUut unicast packet rate: 4/52654 485 pps -
J305075,085 pos, growth, ( 695

63 Oumut unicast packet rate: 3303075 083 pos -
3055674514 pps, growtn 0 420*

g3 Ouput nicast packet rate: 3056874 614 pps -
33376886.177 pps, growth 1.092¢

g3 OUTut unicast packet rate: 3337889 177 pps -
3120482.413 pps, growth 0 935*

c3 CUTut unicast packet rate: 3120462 413 pps -
4981626730 pps, growth. 0 839

- At unicast nacket rate: SARIATA 130 nne -



SECESNET  Slzby sledovéni infrastruktury a provozu sité v e-infrastruktufe CESNET #ﬁ% ESNET

Systém G3 — vizualizace a notifikace udalosti

- Ukazka detekovaného utoku na DNS CESNETu (grafy z
perspektivy rozhrani smerovace k DNS serveru)

e T R il unrouted VLAN 4, VLAN-4, C _servers |
e = Bit rates [bps]
o e 1 ]| nput 2013/12/18 10:32:15 ... 2013/12/18 12:32:15
CE | — min=1,358M .
.,.'"'.‘.-f..iltl::"“".::' : ax=3.364M ae
e T N awr=233IM 105 [
N Output IJ
- e = min=2.491M 0 T T >
o i - max=14.657G
avr=3.154G
View (auto): 2. bit rates only
Packet rates [ops]
Input 2013/12/1810:32:15 .., 2013/12/18 12:32:15
min=1,348k i
max=3.174k “
avr=2,060k 101 i~
Output N [ =
| H | _‘_\_|I_
min=2,399k 0 TN ate »
max=10.005M
avr=2.203M
WIHIAIL I35 0T NIAIE 1723215




: lil.'l.l."l‘ ESNET  SwZby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET #Iﬁ ESNET

Systém G3 - typické zpusoby poskytovani sluzby

- Jako sluzba pro uzivatelské skupiny v e-Infrastrukture i pro sité
uzivatel(l

- a) instalace v paterni siti e-Infrastruktury CESNET

- Spravovano CESNETem, cili na sluzby v e-Infrastrukture
- b)instalace v koncovych siti

- Sdilena sprava OS

- Sprava a konfigurace aplikace - CESNET

- Uspé&sné provozovano i ve virtualizované infrastruktuie




CESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET CESNET

Systém G3 — parametry systému v e-Infrastrukture

- Ukazka sumarnich parametrd primarni instalace v paterni siti e-
Infrastruktury CESNET

Thu Mar & 05:07:20 2014 ... Thu Mar 6 12:07:20 201 4 (-8 hour &ll -1 howr)

[System]
-8 hour ... -1 hour
Measured objects 200
count e =
max=199.0 @ BE: OO BE- 06 18- BB 13 B0
-8 hour ... -1 hour
Measurament time (Sals]
step 400
min=40.281 200
max=599.100 o _
awvr=424. 479 [s] ' 06 0D O 00 10: 0D 12: 00
-8 hour ... -1 hour
Time spent with =
measuramant 400 =
(average)
min=29.513m 200 b
max=404.677 @ Q5. 6O Q- Oo 18: 00 12: 00
avr=16.087 [s] ]
-8 hour ... -1 hour
400

System uptime
min=0.21 200
max=474.44 [days]

8

&
O&: D0 oE: 0o 10: 00 1=
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BECESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET BECESNET

| * |
Systém G3 — parametry systému v e-Infrastrukture

- 2 paralelni instalace ~ v kazde mereno ~ 200 zarizeni,
>700K udaju

- HW ~ 32 cores (E5-2690@2.9GHz), 192GB RAM, cca 1.5
TB v HW RAID 10 (SaS@ 15k) — vetsina dat je ulozena v
RRD ;-)

- Pocet pfistupl k interaktivnhimu Ul v roce 2014 ~ 3400
(pouze spravci paterni site)

- Pocet pfistupl k neverfejnym vystupim modulu G3-reporter v
roce 2014 ~ 320k (Clenové tymu, instituci, spravci sluzeb)

- Pocet pfistupl k vefejnym vystupum modulu G3-reporter v
roce 2014 ~ 330k

- Pocet pfistupl k modulu vizualizace udalosti v roce 2014 ~
850k (spravci sluzeb, spravci site, automaty)



BECESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET BECESNET

|
Sledovani IP provozu na bazi toku — system FTAS

Plivodné vyvijen jako systém ploSného sledovani (~ traffic browser)
IP provozu na bazi tokl pro pateini sit NREN (ukazka pred-pred-
predchozi generace prezentovana EurOpen 2009), postupné
rozsifrovan od dalsSi moduly s novou funkcionalitou

Pouzitelny v jakéemkoli prostifedi (LAN, MAN, WAN, kampus), jsou-li
k dispozici zdroje informaci o |P provozu (~netflow)

Vyvoj Fizen uzivateli (spravci paterni sité a sluzeb e-Infrastruktury,
CSIRTs, spravci koncovych siti)

Systémoveé komponenty
- Merici jadro a zakladni zpracovani “flow-based* dat
- UzZivatelské rozhrani
- Interactivni Ul
- FTAS-reporter
- Specificke moduly (built-in)
- Nasledne statisticke zpracovani
- Detekce anomalii



SECESNET Sluzby sledovani infra

|
Systém FTAS -

- Zpracovani provozu: |

f # . # f o (ESMET
struktury a provozu siteé v e-infrastrukture CESNET

LT RE

me

3ECESNET

ci jadro & zpracovani dat

Pv4, IPv6

- Exportni formaty a rozsireni: v1,5,7,9,10, IPFIX, FlexibleNetflow,
NetFlow Secure Event Logging

- Architektura: distribuovana (centralni konfigurace, kolektory [DB

mulzZe byt vzdalena], Ul, interni komunikace v4/A6), ale mliZe béZet
vse v jednom misté (Uspésné provozované ve virtualech)

Ceské Budijowios

Pualic inbert ACONET

@ - Flow data sources

FTAS { canfral configuration ]

Plonier

s ANET
B teolaw, Lednios

i‘" - )
}ﬁnr : P"Dt-ﬂssnr] #.Fv.

F S
+[Wllectur & prncessnr] __.-'I

¥ _!' *

¥ AY

collectar & processor

—y - Flow data from primary sources
- extended Flow data (classification purposes)

internally redistributed according to fittering rules




5.‘-|r CESNET Sluzby sledovani infrastruktuny a provozu sité v e-infrastruktufe CESNET t‘-'r CESNET

Systém FTAS — meérici jadro & zpracovani dat

- Retéz primaniho zpracovani prichozich “flow-based“ dat na
kolektoru (vse volitelné): replikace, multiplexing, parsing, klasifikace
(~ vyznamove, admistrativni, organizacni zaclenéni), filtrace, on-fly
detekce anomalii/mozZnych utok(l, on-fly procedura
(redukce/modifikace zaznamu — kéd v konfiguraci), uloZeni

- Obvykle ulozené datové entity (libovolné konfigurace): podle
zdroju dat (smérovace, sondy), organizace a jejich ¢asti
(univerzita — fakulty), zajmovy provoz (na zakladé klasifikace a
filtracnich podminek)

- Nasledne statisticke zpracovani: vyhledani z uloZzenych dat (podle
konfigurace), agregace podle skupin (~ fakulty v ramci univerzity),
souhrnna agregace, ulozeni (v zavislosti na konfiguraci dosahujeme
primérné cca 1:600 redukce objemu dat pfi zachovani
charakteristiky provozu)

[ T E N JTREY B
= nreed T ooeedoe obaa T zedo papsana:
T R e T e Ea T T




BECESNET  Sluzby sledovani infrastruk

ktury a provozu sité v e-infrastruktufe CESNET -lCEENET

Systém FTAS - interaktivni Ul

- Interaktivni “traffic-browser" pro IP provoz

Umoznuje mj. vyhledat/analyzovat libovolny zajmovy provoz v ramci
historie dané dobou uchovani dat

- Princip prace - 2 kKroky
- a) Vyhledani dat

Z libovolného mnozZstvi uloZzenych a/nebo statisticky zpracovanych
datovych sad (napr. ze zdrojovych dat 3 smérovaciu a 1 sondy)

Komplexni vyhledavaci aparat (neomezena logicka struktura
podminek pro vyhledavani)

- b) Vizualizace vyhledanych dat
-  Komplexni vyhledavaci aparat

Flexibilita vizualizace - tfidéni, agregace, rlizné typy vystupu
(tabulky, grafy, plain-text)

- Komplexni, ale relativhé slozZité, vhodné pro znalé uZivatele



?ESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET #? ESNET

System FTAS - interaktivni Ul

- Ukazky formulare pro vyhledavani

- PIné adaptivni z hlediska vybranych zdroju (dostupné
iInformace + podminky pro vyhledani)

- Prepinatelny obecny a strukturovany formular pro zadani

r r r
hledavacich podminek P — L e
Waraae [F [ERST
Cadrw peses carrmn o= IO T 0B 2TT A0 L 227 fweec -
LR ST an =
T 5244 10 we: - ||
5, AR e P FoE ||
R T L oL e SR e ||
|
M L S aw - ||
o B e = |14
b e -||
Lo oamd oo | - Fla'\i 1
bkl e ~er P - Jerusr
1 et oo d sl 2 R, s o L L ] o I"; framaa
Bedimld DL bnke | sins galba T |.....| ] iel=]
[ p— el wptmd e -
au ma | daa |
R L L Ha RFS [ F _ He cwomid wanlwiedth g
er e B mea ias. s en " STV RN TR
LN 1 b | )
ainr . b ora B s ] e - T3 Fol pacirfa] vk e il 1y o 3, il i wi ] - s blE .
s
Erw oo M
Temr g e meam g wmedd s v e pneend < | ek
i by D Wi - A B < FOU T13F RATE F ok aith ‘ST ple’ comattin farr
Canathore S Sopers' "Deinatos’ ama Commen’ Tow fimds CFRERE claussl
|
Ar_ e, s e, DL - 1000000 T el merpn =T L S B
af
Ars_ (e, csmet, or and w0
| oaied proboss arl Dice=rssems L, o L
ar
L "‘-"‘-"‘-"‘--"‘II - - bl Lppeppd omamil o alp] an Lat Lo LH - 2k
0T e T H [ -

P e o =i T
e

R ST T T P BT I L R L R P ] =

Ay td el e e b e L e ca el e A ST sa 1}

Con i AT P idus and saner Polos PRGEIAE dense L P
achatr =T

S oandicin- :l:l"."'l-'-'
aaz Ir aslds |._'|.I.l.ni.|....' a gz b padrens sdilsdsa ljl]'-“l.l .




FTAS - Query author: Tiom Kosnar, copynght: @ 2002-2012 ) CESNET a.le , vermon: £12.8.2
wser Administrator Query Viewsr Sysbem Stabistics Confiquration Help and Info

Calor schems: |'.h‘hi|:E|'|:l|.JE' 1'|

J=zinad 111
J=zinad SELS mrernal
Lse ! J— Obyect Type Filter (. .anyoype.. -]
Ezod incaming traffic Value Filter [regexp)
£2p4 autgaing traffic Aoply filtar

lshow sebacted object extendad descrigtion...

Chject Active Data Extendsd mformation
Prague: PRIMARY Confiquration Parameters
type=Fi Source, =300 | gats sef Gme range=10 nunutes, manmsl history=66 days, an-fy sqgregstion interval=ncae

inpat sampiing= 1, internal samphing=3, fow veraiocn=5,7 9

' Configuration Parametars
Inpit sampiing= 1, mternal sampiing=3, fow version=6,7.8

Flin: R PRIMARY
type=Flow-Data-source, d=30 |data sef Lime range=15 minutes, maximal kigory=65 days, ony aggregation Intarval=pnone

'_ Flow Src. Hﬂdfa_,_ﬂmrm Fields _ Fields Query Conditions - Simple Form 00 &y want o work with ‘acvwenced’ condiion form
Wlgrc-1p Wips-1p Source relation Dastination
Wisre-Port WiDe-Port [F address faww.2skian. cz ftp. sh. ootz | and »|[195.113 150, 0725, T FFFF 67577 (777
UsrePrev-as  UDsNetAS Setvice Port [21.80 | and ||
Usgrefinder LDstafindex 43 Number (orgin/netghber] | and #]|
[src-Bitmask [ IDg-Bitmask [terface SNMP [ndex | and =]
Flow Common Fields Protocal TCP-flags TS flags
Wipretocal | IMexthop 255 . crtic_ecn E
o an 25 ash
Dl‘ﬂﬂ-ﬂagt CIFlow-Data-5 deep high_relibility b
Crrce-fags
Tire, Valus and Couat Fislds Ut
UFlewstart  Playesasimated |10 minute - [now [ assume time to be GMT;
LIElow-End IFkes-measured apticnal sub-aggregation period [corresponding with single valus io graghs) in seconds: [aute
_rlaybaa-mmmmdl?lpha-ed:imd _ aptional data table sampling (must be (nbeger valua): will be auto-corrected to quary at Jsast 3 data tables[1
Query Limits

Max, query : = Max.record - o —r—
RUN New Query Hima |1rn|nute | - [ 20000 records  +| Aggregate (Juery | I

Enablng thor opbon accelerates speed of furtber results Dstng, bl comres Joss of exact Eme mformation in query resai. Dela wall be aggregabed
:Immm_gmunﬂ after finishing noclfy tee Jor Bme periad given by 'data sel Hime range’ vales shown in Acdive Dalfa iformation bos is Selected Objects Tnfermalion vecbion




Fields Query Conditions - Simple Form ?

..you may want to work with ‘advanced’ condition form

Source relation Deshnation
IP address www.cesnet.cz,10.0.0.0/8,127.0.0.1-127.0. and:
PostNAT IP address and v/
Service Port 80,443,1024-2048 and *
PostNAPT Service Port and *
AS Mumber (origin/neighbor) and *
Interface SNMP Index and v/
VRFID and v|[11
MAC Address and v/
Accounted Object |CE5NET and ~ |CESHET
Accounted Organization |CE5N ET and ¥ |CESN ET
Accounted Group |CE5N ET and 7| |CESN ET
Accounting Authority uthority and * authority
reference - reference|-]
Protocol TCP-flags T0S-flags NAT-Event Transferred through
255 _ fack critic_ecp VLAN-ID create FWD-Status
X.25 in lash | delete | |
ccp v} |pushi+] high_relibility pool exhausted [

Save condition alennditinn

Load or update |testwaci zaznam pro ulozeni podminek whledavanij or delete ..,



Query Conditions - Advanced Form ...you may want to work with 'simple’ condition form
Conditions for 'Source' 'Destination and ‘Common’ flow fields (‘WHERE clause'). ?

{
Src_1ip=www.seznam.cz,10.0.0.1-10.0.0,10 and src_port=80,443,45600-49900
or

src_1ip=www.cesnet.cz and src_port=80

) and proto=6 and tos=00000001, 00010000

or

dst_ip=www.cesnet.cz and octets=10-250

Conditions for value and count fields ('HAVING clause'). ?

octets<=192

Save condition as/Condition

Load or update | testovaci zaznam pro ulozeni podminek w,rhledaﬁ.ranij Or delete ...
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System FTAS - interaktivni Ul

- Formular pro vizualizaci — analogicky Whledévacimu, adaptivni

FTAS - Wigwear ELthar Tam Kamnar, coppnghl © J002-201 4

ESIET 3.8, . varsicn. 5. 734FFX-1 40615
usEr Agrinstraer ':'l..EI'_r Wigwer Systern Statistics q.urrﬁ;xa'lm Helo a'r;llniu
Result Selection #
Use | 2014/05/29 05:54:15: “Frague border router [GN2 " - background | . delete s resss
- - _ — ! — J Coer 5(|‘EF‘|E!|'.'.'I17E|':I.LE j
Nshow exvarded rasat deaer pton Sawe tha raaut penmenend'y ag:|Preque & R135 - horder router MIK-3, Public Intemmet backaa), Frague 1: R113
Selected Hesults #
Ouery Name Faw Data Sources Guery Saheaes Guery Candiion :F;::’;;iﬂ'—m Time Condthon
Prague N . o From Man Sea 1506 5433 2002 CEST]
roater [ Prague 2, . E';;’,,#_“i" ‘:i_”“"sl“" Hl'; > Eflm: srpree 45 = == To: 'Won Sep 26 09:52:33 2014 [CEST)
hackip, : Prague 1, : infefnet! ;;-a-y:u:e:n-:lr-dfz-lu-lr;:ump d EdEWN | WLETEY e Tre shep: 2 bours
basdar rauler [GH2 ..., T Catatable savphng: 10
Fedds fo display 7
Flaw Src Fiakds, Flow Ot Aalds Tme, Yakue and Count Aalds
K sreriv-as HFlmw-5tart B Brles-maasures ¥ Pts-measarad -kt Lergth _ChRac-Cnt
Hosthec-AS Helowsnd LBrtes-eximatedPkts-nst mated Jlow-Cmt —Ferad-Cm
? Results Altenng - Smple form 7 you may ward 2 work with ‘advanzed’ condihon fom

ST redahon Coshnation

AS Murrker tongrireighber

Syar cond b op a8 ensrian

Loaz & upedane |r-.':r'i'-_1t'7f"i".r~u|ntr aort - pemal - s2nh past -'*j.:-j-:r delese .,
Wiew Parameters ?
® ettt 7 Ctessiplain - ander by il-rﬁ-e::i'aTecj :Ie;:.j_aqqreqatnn|n:f"j ? .'En:sﬂ:aqe|'_: »| il enly heokumes ket ] [plantent ooy Chsed fedds C axtended 19 ]

Shew as | - )  Em
Creghtm wthgrapns 7 - order by Iytes EE'.I“BTEEj :Is;:.j ; re-:s.'pa-;e| ]Ej ) n:r':h|a.l graphs j_—lamun’.sf.me stens? | graph width astz I'E|;|'r.|al.'.-:
ragalve b names resohe P ceadocater show perzents of satal velyres resehe irtetface desor ption Comriime  arerymize Er:-F|r.aj , at-F ﬁ:j
e viewer ‘sm [ bide links in mesuits |'. LT jpe'i:-:l":r Fer cd-Cnt evaluatior “aend (4 targz) wih drectoey rame FTAS

Generated, Tue Sep 30 154503 2004 by FTA5 - Vewsr




BECESNET

- Formular pro vizualizaci, ukazky — tabulkovy vystup, vyuziti

System FTAS - interaktivni Ul

agregacnich vlastnosti

Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET

: I'f.'l.l.-":'“EEI'*«IET

HE SrP Dst-IP Pkis-estimated  Byles-estimated Src-Pof  Protocol  Avr-Pht-Length  Dst-Port-Cnt

1. 2001:718:1:4:0:0:0:2 2001:4dd0-fi00:8ab:0:0:0:2 B62.904 kp 76566 MB | www (B0)  tcp (B) 127632 2

2 2001:718:2.0:0:0:0:222  2001:718:7:2:2963: 36ca:6e55 bddc 32410 kp 44 440 MB  www (B0)  tcp (B) 143780 &7

3 2001:718:2.0:0:0:0:222 | 2a00:1398:9:fb00: 965 717 Deb 3ch5 23160 kp J0572MB  www B0)  tcp B) 138418 ' 76

4 2001:718:1:4:0:0:0:2 2001:1528:136" dead: beaf0:0-1002 17.565 kp 25107 MB | www (B0)  tcp (B) 1496.79 1

5 2000:718.2.0:0:0.0.222  2001.6%:13e8.cOff 1830 bB6: d44f eSbd 18.316 kp 21569 MB  www (B0)  tcp (B) 123482 69

5. 2000:718:20:00:0222 2002 eb3: de030:0:0-263 del3 9328 kp 11304 MB  www (B0) tcp (B) 127063 4

{0 2000:718:20:0:0:0:222  2001:470:1106:269.0.0:0:2 7068 kp 3702 MB  www (BO) tcp (B) 143622 | 25

8 2001:718:2:0:0:0:0.222 = 2001:690:2180-80:6613:e525:daa3: 193c 3.372 kp AT00MB = www (B0) tcp (B) 146153 9

9. 2001:/18:1:4:.0.0.0:2 2007 4defB:b0ba: deb0:215: chff faff 2 3.222 kp 4558 MB  www (B0) tcp (B) 148332 2

10. 2001:718:2:0:0:0:0:222  2001:678:91e:2:0:1:0:0 3.406 kp 4517 MB | www (B0)  tep (B) 1390.46 = 53

1. 2000718140002 2301433700001 2574 kp TE40MB  www (30 tep [B) 148281 2

12, 2001:718:2.0:0:0:0:222  2001:718:7:2:9d65. 3218. 78 3d35 1.910 kp JBIIME  www (B0) tcp (B) 143448 5

13, 2001:718:200:0:0222  2001-718:801:168:1278 62 e70-626 1.426 kp 197IMB  www B0}  tcp () 145081 4

14, 2000:718:20:0:0:0:222 = 2aD0:1a40:0:459:743:2a%3: ¢ 120 45¢c0 0,834 kp 1150 MB ~ www (B0) tcp [B) 144580 4

15. 2001:718:1:4.0.0.0:2 2001:1488:500-400-0:0:0:249 0.633 kp 0687 MB  www (B0) tcp (B) 147005 1

16, 2001718140002  2001718216110:1 0:d0 0.690 kp 0833MB  www [B0) tcp (6) 126612 2

7. 2001:718:1:4.0.0.0:2 2001:1528:1:e: 250 564 fefi 4251 0.558 kp 077IMB  www (B0) tcp (B) 145203 1

1 . . .
19 B SrcdP Pkis-estimaled Dytes-estimaled Src-Pot  Profocol Aw-Pki-Length RecordCnt  Dst-IP-Cnt  Dst-Port-Cnt
A1, 2001:718:2:0:0:0:0:222 105,108 kp 135863 MB ~ www (B0) tcp (B) 1355 46 i1y 8 473
d 2. 2001:718:1:40:0.0:2 93,999 kp 117934 MB ~ www (B0) tcp (b) 131558 bl 48 b0

3. 2001:718:2:0:0:0.0:222 92,000 p B582KB fp(21)  tcp (B] 9552 3 3
& 2001718140002 VU0p  T19KB Q) tep ]



BECESNET  SluZby sledovéni infrastruktury a provozu sité v e-infrastruktufe CESNET %EEENET

System FTAS - interaktivni Ul

- Formulaf pro vizualizaci, ukazky — graficky vystup, pribéhové
udaje, ze statisticky predzpracovanych dat

SLATUTAS

Irn gyraph 1.2068 PEB 72.668% il,ﬁ:- :3::'3
Rest of results0.452 PE 27 .34% - iE peE
Total 1.798 FO 10O0.00% A i T ——————
=T SrcPrev -A5 Bytes-astmated Src
L. Ak L55.260 T8 - 2.42859 X .oz @k rl
2.. Ak 149,608 12 -~ 2.L28% Mix.cz atrl
3.. Ak L2389 /50 138 — 50459 GEAMNT 1P =
4. At 129,586 TR — 7.040% AMS-IX pee
5. AC B0.957 TE — 4.941%  MNiX.czatrl
6. A 57.753 T8 — 2.138% | MNIX.cz at rl
Fo0140 Gin's 7.0 Ac 49,007 TR — 2.710%  public Interr
a. Ac 37.777 TB — 2.052% | MIX.cz at rl
9, AC I6.608 T ~ 1997 AMS-IX pee
10, AS 35.447 TB ~ 1.926% AMS-IX pee
11.0 32,168 T8 ~ 1L.T46% AMS-IX pee
12, Ac 30,121 T8 ~ 1.636% MIX.cz atrl
13, As 26,831 T8 ~ 1A568% MIX.cz atrl
J.260 Gz 14, ] Ac 23,183 T ~ 1.258% MiX.cz atrl
'L!':.l FLRs ZD.72E TR ~ 1.176% MIX o7 &t rl
lﬁ.l AE 15.428 TH ~ 1.055%% I .cr &f rl
17| A= 18.882 T8 ~ 1.076% public iIntar
1=, l 1H.214 TH - 0.550%% FiIX .cx akrl
159, l Ak Ly 320 12 - 0.524 1% SGEAMIT P =
.El'_'l.l Ak Ly 182 |2 — 083 Mix .cz akrl
3.520 s 21 ] Ac 16.712 T2 — 0.908% MNiX.cz atrl
22 16.534 T2 — 0.208% MNiX.cz atrl
23 ] Ac 15.235 T8 — 0.820% AMS-IX pee
24 | A= 15.054 T8 — 02LE8% AMS-IX pee
25 ] Ac 14.013 T8 — O.761% AMS-IX pee
26, A= 13.920 T — 0.756% SANET, SIX
) 27 Ac 12,054 TB ~ 0. 704% | MIX.cz at rl
1.0 Gt 26| Ac 12,871 T8 ~ 0.695% MIX.cz atrl
za. ] Ac 12,328 TB ~ 0.670% MIX.cz atrl
0. A= 11,676 TB ~ 0,634% public Inta
31 A 11.533 TB ~ 0.627%  MIX.cz atrl
32 &= 11.208 TR ~ Q.60%% public Intar
33.. AR 11.168 TR ~ 0.G0O07%% I .er &t rl
RN | 10.267 TR -~ 0.55%5% public intar
@ s s A= 10.1898 18 ~ 0.55%4% MNiX.czatrl

25, Ak 9622 12 - 0.524% MiX.cz atrl



CESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET BECESNET

System FTAS - interaktivni Ul

- Formular pro vizualizaci, ukazky — graficky vystup, sumarizace

HLFTNTIANY
Ien gyuanprky 3 322 GB| 75.96%
Rest of results1 051 ©8 2401% (D
Total 4_374 G5 100.00%:
ik | 0.353 GB  www (B0 53450 tcp (B)
e See S0 E1E B 0780 GB  waw BD) 62544 tep (B)
E]EI 0246 GO waw (B0)  GOOGO tep (6)
=HE 0.246 GB www (80) S6632 tep (B)
E1E 196 501 MB whan ([0 SEFED top (B
SIER | 192 633 MO | weaw (B0) | GEGGG tep (6)
F1E 166.369 MB  wwww (B0) 62816 tcp (6)
S1:0 | 178 350 MB | weww [B0)  S93E8 tep (6)
oodnn CE R 175 128 MEB | wevew [B0) S206E9 top (E)
E B 105.667 MB  wew (807 50131 tcp (6)
e B 103724 MB | wwww (B0) SO772 tep (6)
1 F B 93 208 MB | 1935 CEDES top (6)
= 1ol | TI.077 MB  www (B0) 53355 tcp (B)
4] 6B5. 554 MB WAy (30 55634 tcp (6]
=] [ 64 494 MB | 1935 L0169 tep (B)
O M =E B E2.104 MEB | waew (B0 52842 top (B)
e B S0 630 MEB  waw (B0)  S5678 tep (6)
=] I 50 (G0 BB wsaw [B0) | 4965 tep (H)
I E 46 553 MB  www (B0) 51932 tcp (6)
=31ch | AZTED MB  www [B0) 52401 tep (6)
Ei] [ 47 BG4 ME | wewww (B0) | SO0 top (6)
=1l | 41 860 MB  waw (B0) 62610 tcp (B)
20 B ET] H 41.449 MB w300 2177 lop B)
IEN | 30 903 ME | weew (B0) | GOASE top (5)
=ik 35376 MB | weww (BO) 49363 tcp (B)
=21z} | 31191 ME  www (B0) S2518 tep (6)
ErlE B 31 070 ME | weasw () | SFECa tep (5)
EnE B 30268 MEB = www (B0) 51892 tcp (6)
=1zl | 27 237 ME  www (80) 52043 tep (6)
P B | |7 PE RS ME | wewaw [T SHDAE top (6)
BTl [ 24 947 MB  wew (B0) 53047 tcp (B)
=21} | 23 435 ME  www (B0) S4173 top (6)
Bl B U0 OHGES M wawww (1) SRR top (B)
=ik | 22 360 MB | weww (B0) 52068 top (B)
16 0 20856 MB  risp (554) 49235 tcp (6)
TN | D0 LEE ME | e (BT SR tep (5)
I 1 BT 20 37 MB = www (B0) S7702 top (6)
Aeleidude oS i e SRR AR A AR AR A A S AR SIHM 19942 MB | nsp (554) 49709 | tcp (6)
i | [3] 19 060 MEB | wew [(B1) | ASSSH tep (5)
e— e e — I —— e —— - rp——




ﬁEEH ET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET + ﬁEEH ET

System FTAS - interaktivni Ul

- Formular pro vizualizaci, ukazky — “plain-text” vystup

# src ipisrc ip gec:dst ip;dst ip geoipkts;pkts percent;octets;octets percent;first;last:;src port;dst port;tecp flags;proto;teos:s
147.251, x. xC8: 89,103, %, x; 082297792 14, 4076357E82755,: 446514085; 19, 0BZB909426544:11/10/20 16:459:37,.515:11/10/20 16:50: 44, 091, www

147.231, %, x;C2;147. 251 . %, x; CZ; 250155, 12, 104B1557555E4,;355276500;15. 1B36427223082;11/10/20 16:52:12,366:11/10/20 16:57:18. 350,427
147.231. %. %;CE;147.251, %, %, CZ; 250124, 12, 1013644861687 355176080;15. 1793339287241;11/10/20 14&:47:06.458;11/10/20 1&:52:12, 508; 427
147.251. . %;CZ;089.103. %, x; CZ;207402; 10. 0344283043425, 311103000-13. 2557611425518 11/10/20 14:51:50.381;11/10/20 16:546: 50,797, www
147.251. x.%;C%;94.113. %, x; C2;100403; 4. 857651B3095103; 150604500 6. 43645821156799;11/10/20 16:47:32. 604:11/10/Z20 16:52:39. 164, www
147.251. x.%x;C32;94. 113. %, x; CZ; 90191, 4. 36357953731765, 135286500;5, 79180535003465;11/10/20 16:52:39,538;11/10/20 16:57:43. 460 www |
147.251, x. %x;C3;90. 1B3. x. x; CE; 87208, 4.2192574014081; 130800747, 5, 5900555290&704;:11/10/20 16:47:02.60%9; L1/10/20 1E:52:15. 185 ;www [B
147,251, x.%;C8;90.1B3. %, %;CZ;77538,;3.751407%028343%8; 116307000 4. 97086917132515;11/10/20 16:47:46.004;11/20/20 1E:52:51.220 www |
147.251, ®.¥;CE;90. 1B3. %, ®; CZ; 77507, 3. 74990807507267; 11€260500; 4, 9636B1087807138;11/10/20 16:4B:45.029;11/10/20 16:53:52.229; www |
147.251, ®. ki CZ;90. 17TE. ®, ®; CZ; 36147, 1. 74884755170051,; 53931324, 2, 3043853039197, 11/10/20 16:44:37.229;11/10/20 LE:51:38.413;www (B
147.251, x. x;C3;89. 102, %, x; CZ; 28722, 1. 3896146119994, 43082098, 1. B41220703522685; 11/10/20 1€:56:43.060;11/10/20 16:57:35.508; www (B
147.2581, %.%x;C2;147. 2581 . . x; C2; €040, 0.2922245058305943; BAE1324,;0.374710739888023;11/10/20 16:52:09.174;11/10/20 16:52:43.8E4;763;n
147.251. %, % CE;147.251 %, %, CE; 4737, 0. 229183358298 208,: 7093174, 0.3031444481725507:11/10/20 16:34:33.847; 11710420 1€:54:34.538;15051
147.251, %.x;CZ;147.231. %, x;C2;127026; €. 1457135890201, €729940; 0.287621593680%6; 11/ 10/20 16:51:3B8.084;11/10/20 1€:56:4C2.E60;88R (2
147.251. . %;CZ;195. 113 . %, x; C2; 4401, 0. 21C927LE0E22H45; €597710; 0.28196595€0717271;11/10/20 16:4B:09.070;11/10/20 16:43:059.262; 15051
147.251. %. x;C8:147.229,. %, x;C2:4309; 0. 2084760588794, 6454472, 0. 27584752B220841; 11/10/20 16:52:31.813;11/10/20 LlE:52:32.2€E1;15051:4
147,281, x. %x;C2;147. 220, x, x; C2; 4297, 0.2078554B038595954,; E43651L; 0. 275080320175013;11/10/20 16:52:09.074,;11/10/20 16:52:09.394;15051
147.251. %, %;CE;195.113 %, »; C2; 4185, 0.20247474783153%; 6273593%,; 0. 2681324010555 0€:11/10/20 1é&:56:22,193;11/10/20 1e:56:22.321;15051
147.251. 2. %;C2;89.24B. ». »; C2;3558,;0. 172141521812334; 5123520, 0.2189465381324145;11/10/20 16:44:2€.892;11/10/20 1£:51:38.31A;800D;3
147.251. %.%;C%;147.251. . x;CZ;3217; 0. 1556434 1£43344E; 4B2193%; 0. Z060775E6554%9E63:11/10/20 16:56:09,703;11/10/20 1f:56:09.895;1505]
195.113. x.x;C3;147.251. %, x;C2;2145;0.103778404802545;3185876; 0. 1361563415517%6:11/10/20 16: _1 35.692;11/10/20 16€:55:30.E68;8E83:m
155.113, x. x;C2;147. 2581 . %, x;C2;2134,; 0. 103244620785484,3180428,; 0. 135923507709534,11/10/20 16:56:21.079;11/10/20 1€:56:51.223;883;nt

90.183.%x. x;CE8;147. 251, . x;CE;41204; 1. 99360576€10428,; 2239312, 0. 0957025727030%515; 11710/ 20 15;45.31.334,_131ﬂffﬂ 1E:54: 33,734, 41044
147.251. . %;C2;147.231. %, »; CZ; 1669, 0. DBO7437514291133; 2100476, 0. 095768070634 6655;11/10/20 14:55:52.101;11/10/20 16:556: 09, 637; nfs
147.251. %. %;C2;88. 212, %, x; 5K 1434, 0. DEF379120F3644988,; 2031353 0. 0863367232793519; 11/10/20 16:51:37.511;11/10/20 16:51:3B.343; ety
(2) ;00000000:ABES0ED: ABZE07, 1ERS

147.2581, x. x:C3;88.212. %, x; 8K 1429; 0. 06913722 166095964, 2020261 0. 0963408829282031711/10/20 16:55:43,503;11/10/20 16:55:44, 975, http
ia) DDDDUEJD'AEEEE'D'AE“EET;ZE;ZD

147.251, %.%;CE; 8. 212, %, ®; 5K; 1414, 0. DEA411458550445,; 2000703, 0. 0855050231119171;11/10/20 16:51:36,492;11/10/20 16:51:37.580;https
(@) ;00000000 AB6308D0;AB2E0T: 16:2

195.113. x.x;C%:147.251. . x;C2:1080; 0. D522520639565263: 1601336 0. 0634370802112782; 11/ 10/20 16:5€:18.873:11/10/20 16:56: 45, 04%; 745
155,113, x. x:C3: 147, "'51 ¥.x:C5;1073,;0.065191320317162259;1593422;0, 068059283055626:11/710/20 16:51:20, 455;11/10/20 16:51:45, 167, EB3;
147.251. %.%;CE;88. 212, x. x; §K; 1080, 0. 05225208355652463; 153322, 0. 06552631528805855;11/10/20 16:51:17.672;11/10/20 16:51:18. 440; http

[

£

L

I 7 MmN T NS00 s a9 o™ n



| ) ¥ g _ 1 - - - 1 R e g W _ - 1 ¥ 51— |
BECESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET BECESNET

Systém FTAS - reporter

- Struktury periodicky generovanych statickych HTML stranek

- Rzné pohledy na provoz - zabudované strategie analyzy
provozu

- Detekce anomalii (napf. vztah k bezpeénosti)
- Bezny statisticky orientovany vystup
- Jednoduché schéma vystupl

- Prehledoveé stranky (~ rozcestniky) — detailni
analytické vystupy + horizontalni prolinkovani (dle
konfigurace)

- Technicky ovladani interaktivniho Ul pres STDIN/STDOUT
(simulace chovani realneho uzivatele)

- Vhodné pro bézZné uZivatele — intuitivni, jdenoduché, vie na
prokilik



: I'I:ITT ESNET  SwZby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET ﬁjﬁ ESNET

Systém FTAS - reporter

- Priklad uvodniho rozcestniku pro uzivatele

FTAS - Reporter suthor: Tom Kosnar, copyright: ® 2012-2013, CESNET a.le. , version: 5.23beta-131021

Overview of available IP traffic reports for

Following table contains matrix of all IP traffic reports generated for You can access appropriate IP
traffic report with the help of 'Enter links. User access rights are distributed - you may not be allowed to
access some reports.

Available Traffic Reports

VFN
Traffic from - top sources Enter
Traffic from - unwanted to ports 22, 135, 139, 445, 3389 Enter
Traffic to - sources of possible anomalies Enter
Traffic to - top destinations Enter
Traffic to - unwanted to ports 22, 135, 139, 445, 3389  Enter

Generated. Fri Nov 22 16:26:23 201 3 by FTAS - Reporter




S3ECESNET

Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET

3ECESNET

Systém FTAS - reporter

- Priklad souhrnné stranky se zachycenymi anomaliemi

Period view: Traffic to
445, 3389

attacking destination port numbers 22, 135, 139,

The following table gives surnmary period based view on IP addresses that are possible sources of attacks on destination port numbers 22,

135, 139, 445, 3389, Pnmary hmits are at least 10 flows within 10 seconds from single source IP address, secondary hmits are - flow
count=10 ar source port count== 10 or destination IP count= 10 within 10 minutes.

o ther Traffic to

reports; destinabions
Special .

lirnks: Available reports for

O ther views: Penods Events Toplist

Results for Reguested Perod: hour
Paeriod Start Time Period End Time Period Size Bvents Found

201 F-11-22
02:00:00

2013-11-22
QL:00:00

2013-11-22
00:00:00

201.3-11-21
2 00000
2013-11-21
22:00:00
201 3-11-21
20000000

2013-11-21
19:00:00

2013-11-21
18:00:00
201 3-11-21
QSO0 00

201 2-11-22

15:.58:59
2012-11-22
oL:59.59
2012-11-22
00:59.55
2013-11-21
23:59:50
2013-11-21
22:59.:59
201 3-11-21
215958
2012-11-21
lLo:59:59
2013-11-21
1B:59.:59
201 3-11-21
17.59:.39

SoLIrces

14 howwrs

haur

haur

1 houir

haur

2 hours

haur

haur

9 hours

e

]

Fore

135, 138, 445, 3385

pos=ible anomales

Event Description

IT. 9. 29,37, paanmg -= top (6).esh (Z2): 19 sowrcs ports, 19 dast, IPs, 1B flows, phktlan
SE.A7 0, measured ot Pragues 2
backup)| 358)

ZLE. 7.37.194, unknown -= tcp (&,s55h (22): 1 sowrce ports, 26 dast. IPs, 26 flovis,
phitlen 48 B, misasuresd st Pragus 2: B1148 - border router (MNIX-3 P ublic Irter net
backup)| 398)

Z22.186. 179 89, unknowm -> tcp (B). 3389: 1 source ports. 12 dest. 1IFs, 12 flowes, philen
46 B, measursd &t Pragus 2

182,129, 249 106, unkrowen <= top (6),ssh (Z2): 1 source ports, 36 dest. IFs, 36 flows,
plhtlery 46 B, misamured st Pragus 2 RLLE - border rowter (MIN-3 P ubhc Irternet
backup)| 3SE)

E7.Z1LE.253. 157, urknowm -> top (B), 3389 1 sourca ports, 17 dest. 1IPs, 17 flowes, pltlan
48 8. measured ot P ragus 2:

190,199 88 16 unlonowr == tep (6, 3eh (220 1 source ports. 24 dest, IPe 24 flowves,
phitlen 4B B, rmaasured &t Pra
backup)i 3H@)




8ECESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET SECESNET

Systém FTAS - reporter

- Priklad alternativni souhrnné stranky se zachycenymi anomaliemi

ToplList view: Traffic to attacking destination port numbers 22, 135, 139, 445, 3389

The following table gives sumrmary top-list based view on IP addresses that are possible sources of attacks on destination port numbers 22, 135, 139, 445, 3388, C
flow count=10 or source pert count=10 or destination IP count= 10 within 10 minutes,

Other Traffic to SOUrCEs o
reports: desbnations SOUFCEs 3389 anomalies

special links: Available reports for
Other views: Periods Events Toplist

Bytes- Event First
Order SrcdP Src-Group Protocol  Dst-Port  SrcPort-Cnt Dst-IP-Cnt Record-Cnt measured Pkts-measured Count  Occurance
5 n 13/10/25
1 207.244.68.106 _ unknown tcp (6] ssh (22] 4 115 119 5712 119 4 n4as84.075
i b 1 i bl ey 13! l l!nﬁ

2 218.26.88.178 UmMEDOWN

Src-1P=207.244.68.106 and Src-Group=unknown and Protocol=tcp (6) and Dst-Port=ssh

3 218.7.37.184  unkno n destination ports 22, 135, 139, 445, 3389

4 95131.98.218  peering . o . . e .
Srg-Hm 2l 244,60, 104 il'ld 5 M- MIUREUNENGW ard Fraotoco tl:|:l L&) ang Dst-Fort 'S‘Sh Ld2) - sttaclc-s &1 caEstinagtan Pors 22,135, 139, 445, 3385, There al

analyss inthe table below. Satailed analysis far sach racord is accas=ble through links in approprate calurmns,

o 125.211.197.158 unknown
Other wiews: Perods Events Toolist

& 67.138.105.67 unknown Aur-Plt- Bytas-

Src-P Sre-Group Pratac Record-Cnt Plets-measurad Flawr-5tart
Hp Langth migasured

7 162.13.124.76  peefring | |207.242 58 108 urkrawn  tep (8)  ssh(22) 1 31 31 a8 1288 31 f;';g’ﬁ -
. 207244 58 106 urknawn  tep [6)  ash (22) 1 31 1 a@ 1488 Y bbbl

] Al 142, 106,34 unkricwr ) ’ - ! e - - 12:21:14.31%

207244 58,106 urknawn  tep [6)  ash (22) 1 23 29 a@ 1397 25 ff_'ﬁ’ﬁ -

9 194,231.77.226 peering —_—
07,704 A8 106 urkraws  tep B sshi23 1 78 78 q3 1344 78 13/10725

“a43554.07E



4"]3 ESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET ﬂ“': ESNET

Systém FTAS - reporter

- Priklad detailni vystup zachycujici provozni anomalii

Src-P
207.244 68,106 (USA)
07.244 68,106 (USA)
7.244 58,106 (USA)
207.244 68,106 [USA)
207.244 68,106 [USA)
207.244 68,106 (USA)
207.244 68,106 (USA)
207.244 68,106 [USA)
207.244 68,106 [USA)

. 207.244.68.106 (USA)
. 207.244 68,106 (USA)
. 207.244 68,106 (USA)
. 207.244.68.106 [USA)
. 207.244.68.106 [USA)
. 207.244.68.1086 (USA)
. 207.244 68,106 (USA)
. 207.244 68,106 (USA)
. 207.244.68.106 [USA)
. 207.244.68.106 [USA)
. 207.244.68.106 (USA)
. 207.244 68,106 (USA)
., 207.244 68,106 (LISA)

Dst-4P

195,113
185,113
185,113
185,113
195,113
195.113
195,113
185,113
185,113
195,113
195,113
195,113
195,113
185,114
195,113
195,113
195.113
195,113
185,114
185,113
195.113
195,113

CZE)
(CZE)
(cZE)
(CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)
CZE)

Protocol
tep (6)
tep (6)
tep (6)
tep (6)
tep (6)
tep (6]
tep (6)
tep (6)
tep (6)
tep (6)
tep (6)
tep (6)
tep ()
tep (6)
tep (6)
tep (6)
tep (6]
tep (6)
tep (6)
tep (6)
tep (6)
tep (G)

SrcPort
26160
ZE1AE0
26140
26160
26160
26160
26160
26160
261680
26160
26160
26160
26160
26160
26160
26160
26160
26160
26160
26160
26160
26160

Dst-Port
ssh (22)
gsh (22}
gsh (22)
ssh (22)
ssh (22)
ssh (22)
ssh (22)
ggh (22)
ssh (22)
ssh (22)
ssh (22)
ssh (22)
gsh (22)
gsh (22)
ssh (22)
ssh (22)
ssh(22)
gsh (22)
gsh (22)
ssh (22)
ssh (22)
ssh(22)

Other views: Pencds Events Toplst Penod 2013-10-28 07,0000 - 201 3-10-28 07.:59:55 Plan text results
Results (tme values in CET )

Flow-Start [CET]

13110728 07:59:17.766
13/10/28 07:55:18,684
13/10/28 07:55:17.874
13710528 07:559:17.827
13710128 07:59:18.700
13/10/28 07:59:18.744
13/10/28 07:55:18,744
13/10/28 07:55:18,697
13/10/28 07:55:18,697
13/10/28 07:59:18.742
13710728 07:59:18.740
13/10/28 07:55:18,684
13/10/28 07:55:18,732
13/10/28 07:55:18.683
13no0/2e 07:59:18.683
13/10/28 07:59:18.731
13/10/28 07:59:18.656
13/10/28 07:55:18,721
13/10/28 07:55:18.680
13/10/28 07:29:18.731
13/10/28 07:59:18.731
13/10/28 07:59:18.680

Flow-End [CET]

13710728 07:59:17. 766
13f10/28 07:55:18.684
13fl0/28 07:35:17.874
1371028 07:59:17.827
1310028 07:59:18,700
13710728 07:59:18,744
13f10/28 07:55:18.,744
13f10/28 07:55:18.657
1371028 07:59:18.687
13/10/28 07:59:18,742
13710728 07:59:18,740
13710728 07:59:18.684
13f10/28 07:55:18.732
1371028 07:59:18.883
13/10/28 07:59:18,683
13710728 07:59:18,721
13710728 07:59:18 656
13f10/28 07:55:18.731
131028 07:59:18.880
13/10/28 07:59:18,731
13710728 07:59:18,731
13/10/28 07:59:18.680

Detailed analysis for 207.244.68.106, unknown-> tcp (6),ssh (22): 1 source ports, 31 dest. IPs
flows, pktlen 48 B, measured at Prague
and period 2013-10-28 07:00:00 - 2013-10-28 07:59:59

Bytes-measured Pkis-meas

48.000 B
48,000 B
48,000 B
48.000 B
48.000 B
48.000 B
48,000 B
48.000 B
48.000 B
48.000 B
48.000 B
48.000 B
48,000 B
48,000 B
48.000 B
48.000 B
48.000 B
48,000 B
48,000 B
48.000 B
48.000 B
48.000 B



BECESNET Sluzby sledovani infrastruktury a provozu siteé v e-infrastruktufe CESNET

Systém FTAS - reporter

- Pfiklad notifikace po detekci anomalie, v¢. odkazu k ,dlikaznimu

materialu®

To:
Subject: Possible Do5 warning - source |Ps ->
Date: Fri, 22 Nov 2013 15:41:20 +0100 (CET)

Possible DoS warning - source IPs -»

cvut.cz

s G2

for period starting 2013-11-22 15:00:00 and finishing 2813-11-22 15:59:39,

Src-IP y 209,55.102.161
Src-IP-Geo o USA

src-Port-cnt 1 1287

Protocol v top (8)

Dst-IP 1 147,32,

Dst-IP-Geo : CZE

Dst-Port v 1rcd (BEBT)
Record-cnt 1287

Avr-Pkt-Length y 52

Bytes-measured ! GEED2

Pkts-measured 1321

Flow-Start ¢ 13711722 15:25:28. 848
Flow-End » 13/11/22 15:39:09.680
HTHL-Report :
REtps:. Cesnet, .=

Flaini sport
https:! CESNEL. 2

This is auto-generated message - DON'T REPLY

attacks 1/hour 2013112215/269.55.102.161 6

GEET/1ndex. . html

attacks 1/hour 2813112215/269.55.1682.161 6

GEET/resul ts

tu

t




SFCESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET #?EENET

Systém FTAS - reporter

- Priklad odkazovaneho detailniho vystupu

1,
2,
a
4,
3

7.
g,
9.

10,
11.
12,
13,
14,
15.
16,
17,
18,
19,
20,
21,

Sre4P
208.55,102.161 (LUSA)
208.55,102.161 (USA)
209.55.102.151 (USA)
209.55,102.161 (USA)
209.55,102.161 (USA)

.55,102.161 (USA)
209.55.102.161 (USA)
209.55,102.161 (USA)
208.55,102.161 (USA)
208.55,102.161 (USA)
209.55,102.161 (USA)
209.55,102.161 (USA)
209.55,102.161 (USA)
209.55,102.161 (USA)
209.55,102.161 (USA)
209.55,102.161 (USA)
208.55,102.161 (LUSA)
208.55,102.161 (LUSA)
209.55,102.161 (USA)
208.55,102.161 (USA)
205.55,102.161 (USA)

Dst+4P

147 .32,
147.32,
147.32,
147.32,
147 .32,
147.32,
147.32,
147.32,
147,32,
147.32,
147.32,
147.32,
14732,
147.32,
147.32,
147.32,
147.32,
147.32,
147.32.
147.32,
147 .32,

{CZE)
(CZE]
(CZE)
(CZE)
(CZE)
(CZE]
(CZE)
{CZE)
(CZE)
(CZE)
{CZE)
(CZE)
(CZE)
(CZE]
(CZE)
(CZE)
(CZE)
{CZE)
{CZE)
(CZE)
(CZE]

Protocal
tep (6)
tep (6)
tep (6)
tep (6)
tep (6)
tep (6)
tcp (6)
tep (6)
tep (6)
tep (6]
tep (6)
tcp (6)
tep (6)
tep (6)
tcp (6)
tep (6)
tep (6)
tep (6]
tep (6)
tep (6)
tep (6)

arc-Port
65413
G419
61988
61979
G1740
61971
61724
61738
61970
61735
61734
61960
61948
61952
61944
61718
62004
61997
61999
61986
f1983

Detailed analysis for 209.55.102.161 USA ->
ports, 1297 flows, pktlen 52 B and period 2013-11-22 15:00:00 - 2013-11-22 15:59:59

Dsi-Fort

ircd (6667)
ircd (GE6T)
ircd (B667)
ircd (6667)
ired (6567)
ircd (GEGT)
ircd (6557]
irce (6667
irced (6667)
ircd (G667)
ircd (6567)
ircd (6567)
ired (6567)
ircd (GEET)
ircd (B667)
ircd (B557)
ircd (6667)
ircd (G667)
ircd (6567)
irce (6667
ired (6667)

cvut.cz,tcp (6),ircd (6667): 1267 source

Other views: Periods Events ToplList Penod 2013-11-22 15:00:00 - 2013-11-22 15:58:59 Plan text results
Results (bme values in CET )

Flow-Start [CET]

13/11/22 15:25:28.840
13/11/22 15:25:29.378
13/11/22 15:25:33.083
13/11/22 15:25:33.084
13/11/22 15:25:33.008
13/11/22 15:25:33.099
13/11/22 15:25:33.099
13/11/22 15:25:33.099
13/11/22 15:25:33.100
13/11/22 15:25:33.101
13/11/22 15:25:33.101
13/11/22 15:25:33.102
13/11/22 15:25:33.104
13/11/22 15:25:33.104
13/11/22 15:25:33.106
13/11/22 15:25:33.117
13/11/22 15:25:33.141
13/11/22 15:25:33.143
13/11/22 15:25:33.144
13/11/22 15:25:33.439
13/11/22 15:25:33.441

Flow-End [CET]

13/11/22 15:38:359.000
13/11/22 15:38:38.897
13/11/22 15:25:33.083
13/11/22 15:25:33.084
13/11/22 15:25:33.008
13/11/22 15:25:33,089
13/11/22 15:25:33.099
13/11/22 15:25:33.099
13/11/22 15:25:33.100
13/11/22 15:38:43,395
13/11/22 15:38:43.396
13/11/22 15:25:33.102
13/11/22 15:25:33.104
13/11/22 15:25:33.104
13/11/22 15:25:33.106
13/11/22 15:25:33.117
13/11/22 15:25:33.141
13/11/22 15:25:33.143
13/11/22 15:25:33.144
13/11/22 15:25:33.439
13/11/22 15:25:33.441

Bytes-measured  Pkts-me

104,000 B
104.000 B
532,000 B
220008
52,000 B
220008
52.000 B
22,000 B
52,000 B
104,000 B
104.000 B
22,0008
22,000 B
520008
52000 B
22000 B
52,000 B
22,000 B
52,0008
22,0008
52,0008



SECESNET

Sluzby sledovani infrastruktury a provozu siteé v e-infrastruktufe CESNET %‘ﬁ ESNET

Systém FTAS - reporter

- Priklad reportingu pro vice dilcich komponent (mozné rozdéleni
pristupovych prav)

FTAS 7 Reporter auther: Tom Kosnar, copynght: ® 2012-2014, CESNET al.e. , version: 5.33-PFIX-140815

”JI_]"epan:s Generated for CESNET Storages
f

The table below gives all report types generated for CESMNET Storages. Click on the 'Report’ links to see specific report type
results.

Available Reports

Incoming traffic f";:;;;:g m;';';;;:g Outgoing traffic ﬂ;;gf?;cng n;tagf?:;:g
destfna”!;'-::ns P getailed top sources top destr’na’g?ns P detailed top sources top
list list list list
torage 1, J
Plzen Enter Enter Enter Enter Enter Enter
DU1-Pizen
Storage 2,
Jihlava Enter Enter Enter Enter Enter Enter
Dwe-fihlava
Storage 3,
Brno Enter Enter Enter Enter Enter Enter
DU3-Brno

—

Generated: Tue Sep 30 16:40:32 2014 by FTAS - Reporter




SECESNET

Sluzby sledovani infrastruktury a provozu siteé v e-infrastruktufe CESNET BECESNET

Systém FTAS - reporter

- Priklad reportingu pro vice dilCich komponent — bézny statisticky
vystup

RN

FTAS - Reporter author: Tom Kosnar, copyright: © 2012-2014, CESNET a.l.e. . version: 5,33-1PFiX-140815

Storage 1, Plzen - outgoing traffic, sources top list

The following table gives top list of output traffic from Storage 1, Plzef during appropriate periods,

Other Outgoing traffic, Outgoing traffic, Outgoing traffic, Incoming traffic, Incoming traffic, Incoming traffic,
reports: detailed top st sources top list destinations top list detailed top st sources top st destinations top hist

Special links: Reports Generated for CESNET Storages
Results for Requested Period: day

Report for Period Start Time
day 2014/9/30

Period End Time Period Size

201 4-09-30 00:00:00

day 2014/9/29
day 2014/9/28

201 4-09-28 00:00:00

2014-09-30 16:27:12

# = 4 = P

2014-09-28 23,5959

16 hours, 27 minutes

day 2014/9/27 2014-09-27 00:00:00 2014-09-27 23:59:59 a3y
day 2014/9/26 201 4-09-26 00:00:00 2014-09-26 23:59:59 aay
day 2014/9/25 2014-09-25 00:00:00 2014-09-25 235958 aay
day 2014/9/24 201 4-09-24 00:00:00 2014-09-24 23:59.59 aay
day 2014/9/23 201 4-09-23 00:00:00 2014-09-23 23:59:59 aay
day 2014/9/22 2014-08-22 00:00:00 2014-09-22 235959 aay
day 2014/9/21 201 4-09-21 00:00:00 2014-09-21 23:59:39 aay
day 2014/9/20 201 4-09-20 00:00:00 2014-09-20 23:59:59 a3
day 2014/9/19 2014-08-19 00:00:00 2014-09-19 235959 aay
| day 2014/9/18 201 4-09-18 00:00:00 2014-08=18 23:59:59 aday
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BECESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET SECESNET

* |
Systém FTAS - reporter

- Priklad reportingu pro vice dilCich komponent — bézny statisticky
vystup
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5.‘-|r CESNET Sluzby sledovani infrastruktuny a provozu sité v e-infrastruktufe CESNET t‘-'r CESNET

|
Systém FTAS - reseni detekce provoznich anomalii

W W .

- Krok 1 —v “mericim jadru”

- + okamiita indikace, - za cenu mensi jistoty (,kratka doba
pozorovani’)

- Priklad — detekce zdrojli ze sité organizace X agresivné atakujici
sluzby (na zakladé c¢isel portll) ve specifikovanych IP segmentech

Klasifikace
(pridani poli k flow zaznamu)

Flow-based
data, parsing..

Filtrace
» src_org=X and dst_ip=w-z,t-u
and proto=6 and dst_port=22,135,445,3389

src org==X fr'sn:_.fp=a-d,e,f

nujici filtracni podminku

Volitelna on-fly detekce
» “sre_ip” — Klic (vzhledem k zadani) ....,,,,rl[ngl[i;-r?-l-ﬁ;grﬁtta!'ﬁtltﬁﬁﬁrﬁ[m;:tr-—-
« Nastaveni limitu (pro src_ip) , W
_ Zaznamy dosahujici 5
C nastavené limit - 5ans
« Pocet zaznamu > 20 v 5 vtefinach y \ Ulozena data )
» ProlP a.b.c.d =100 v 5 vtefinach —




’ﬁl-:ESN ET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET

System FTAS - feSeni detekce provoznich anomalii

WO 3 n

- Krok 1 —v *mericim jadru”
- \Volitelna notifikace
- K dispozici okamzite, ale vypovidaci hodnota zavisla na

nastavenych limitech

- Pozn.: ukazka notifikace piislusi jinemu nastaveni (detekce utoku
na DNS)

Subject: FTAS security notification for filter: 'Possible attacks to DNS resolvers’
!WE: Thu, 17 Apr 2014 15:07:43 +0200 (CEST)

Flow-count based security limit reached 11|

Data source i Possible attacks to DNS resolvers
Flows foundslimit v 242872000 within pariod of 10 seconds
For Destination IF address

Measured between [GMT] p 1484517 12:07:32-14/704/17 13:07: 42
Maasured between [locall] V144047517 15:87:32-14504517 15:07: 42

Here is sample of corresponding traffic information:

195, 1 7 udp/56267 -»> 195,113, 144,194 udp/domain: 69 B, 1 p, 69 Bpp, 13:07:14[GMT], 15:07:14[local]
195, 1 184 udpf24870 -> 195,113, 144,194 udp/domain: B3 B, 1 p, B3 Bpp, 12:06:43[GMT], 15:86:43[local]
147. 3 93 udps51417  -> 195,113, 144. 194 udpS/domain: 56 B, 1 p, 56 Bpp, 132:07:06[GMT], 15:07:06[local]
147, 3 183 wdp/54216 -> 195,113, 144,194 udp/domain: B9 B, 1 p, 69 Bpp, 12:05:58[GMT], 15:06;58[local]
195. 1 7 udp/597063 -> 195,113, 144,194 udp/domain: 74 B, L p, 74 Bpp, 12:068:45[GHMT], 15:86:45[local]
195, 1 120 udp/S87TE -> 185,113, 144. 194 udp/domain: B3 B, 1 p, B2 Bpp, 12:06:44[GMT], 15:06:44[local]
147, 3 37 wdpse7eET  -» 195,113, 144,194 udp/domain: 73 B, 1 p, 73 Bpp, 13:06:56[GHMT],. 15:06:56[local]
195, 1 79 udpf/59918 -» 195,113, 144 194 udp/domain: B3 B, l p, B2 Bpp, 12:07:23[GMT], 15:07:23[local]
147. 2 137 udp/BOSTS -> 195,112, 144.194 udp/domain: 72 B, 1 p, 72 Bpp, 13:06:56[GMT], 15:86:56[local]
195, 1 105 udps45652 = 195,112, 144,194 udp/domain: 73 B, 1 p, V3 Bpp, 12:07:00[GHMT], 15:a7:00[local]
195, 1 4 udp/54446 -» 195,113, 144194 udp/domain; o4 B, l p, 94 Bpp, 12:07:20[GMT], 15:07:20[local]
195, 1 111 udp/54185 -> 185,113, 144. 194 udp/domain: T3 8, 1 p, 72 Bpp, 12:07:0T7[GMT], 15:a7:87[local]|



53—': CESNET Sluzby sledovani infrastruktuny a provozu sité v e-infrastruktufe CESNET 5.‘-|; CESNET

| * | |
System FTAS - feSeni detekce provoznich anomalii

- Krok 2 — ve "‘FTAS-reporter’ - se zpoZzdéeénim, ale s vySSi jistotou
- MuizZe pouZit data vytvorena v ,kroku 1“jako vstupni (coZ je mj.
typicka konfigurace)

P Pfiklad vyhledani — delsi obdobi Detekce anomalii
yd | ~1hod. (eliminace nahodilosti) | | Klicem muzZe byt:
_ UloZena data ) par src_ip.dst_port (kaZda siuzba)
N | select src_ip,dst_port pairs b) src_ip (pfes vSechny sluzby)

(aggregated, group by ...) where
average packet length < 256
and for each pair

count number of records,

Ignore src_ip,dst_port pair found
unless number of packets >= 10000

number of distinct src_ports, or number of distinct src_ports >= 500
number of distinct dst_address, or number of dst_jp >=500 efc..
number of packets

Pary src_ip, ort spliujici podm inku

Detailni vystup pro kazdy par
src_ip, dst_port

+ Volitelna notifikace

L : [[[[[[ilIH[r[[[[[II!H[[[[[[[IIHHI[[[[IIIrI[[[[[[[iIIH[[H[[[IIH!I[[[[[[IIH![Hl[[ilIHI[[[[[[ill[![[l[[[[lIIH!I[[[[[IiIIHl![[[[[[iIIr{[[[[[[[Illl![[[h-
Vytvoreni/Uprava rozcestniku




i ‘FESNET Sluzby sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET #?EENET

System FTAS - reseni detekce provoznich anomalii

- Krok 2 — ve "FTAS-reporter’ - volitelna notifikace
- Pozn.: ukazka notifikace pfislusi jinemu nastaveni

Subject: Possible DoS warning - [JJli] |Ps -> specific port numbers
Date: Thu, 17 Apr 2014 12:19:31 +0200

Possible DoS warning - [ lIPs - specific port numbers
for perlod starting 2014-04-17 12:00:00 and Tinlshling 2014-04-17 12:59:59,
-

Src-1IP | Fz.:me
Src-0rganization

Protocol . tcp (6)

Dst-Port . microsoft-ds (445)
Src-Port-cnt . 758

Dst-IP-Cnt . 758

Record-Cnt . 758

Avr-Pkt-Length . 52

Bytes-measured . 39416

Pkts-measured 758

Flow-Start » 14/04/17 12:02:01.956
Flow-End 0 14/04/17 12:03.02.096
HTML-Renort :
https:/ ‘unwanted outgoing traffic_from

PlainT:

tps nwanted outg i|_‘ traffi From pe |




SfCESNET  Sluzby ~ESN
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sledovani infrastruktury a provozu sité v e-infrastruktufe CESNET L i CESNET

| e

System FTAS - reseni detekce provoznich anomalii

Krok 2 — ve “FTAS-reporter’ - ukazka detailniho & “overview" vystupu

Detailed analysis for .58.76, - > tcp (6),3389: 16376 source ports, 767192 dest. IPs, 91
measured at and period 2014-04-15 22:00:00 - 2014-04-15 22:59:59
Othar vimws, Perlods Evenis Toolist Penod 2014-04-15 22:00:00 - 20014-04-15 22;58:59 Plain text rasulis
Reasults tims values in CEST )
SrcHP Dst-IP Protocal  ScFort  Dsi-Fart  Flow-Siart [TEST] Flow-End [TEST] Bytes-measured  Pits-me
1. d.58 /e (CLs) 2190110202 [IBM) | tcp (&) RIS 335 14048115 22:00:00.012 14C471H 22:00:00.01% 52.000 4 ]
2, 4.58.76 (CZE)  2.190.110.205 (IRM)  tep(B) 57930 3389 L4045 22:00:00.027 © 14/04/15 22:00:00.027 2.0008 ]
3, 4.58.76 (CZE) | 2.190.110.207 [IRM) | tcp(A) | 57933 I3RS LAM045 22:00:00.027 © 14/04/15 22:00:00.027 52.000 8 ]
4, 458 /8 (CLE) 2190 110210 [IBMN) @ top (&) b LA 5 4HL TAMEAN 5 0000 045 - i R G000 045 2 opn g ]
o, 488,76 (CFE) 2190110211 (IRM)  tep (6) ETAS - Reporter
£, 45876 (CZE)  2.190.110.212 [IRM) = tep (8) '
7. 4,58 76 (CFE) 0 2190, 110219 [IRNY  top (&)
8. 45876 (CZ8) 2180110221 RNy tep (6) | Period view: |P addresses attacklng destination p-nrl.' numbers 12, ]
g, 458,76 (CZE)  2.190.110.223 [IRM) = tcp [6)
10. 45876 (CZE) | 2.190.110.225 [IRM) | tcp ()
1] 1.58.76 E,:E.—; f 190,110,228 :IF‘H]': t’:;: :;j The folowing tsble gves summary period based view cnouser F addresses that are possiole sources of attacks :
vl PR - < LA St LN = CfY AF e - LN e 11 - Oy ar n ”m alleakae fimr e W sk o o p
5 4.58.76 (CZ5) | 2.190.110.232 (RN) | tep [6) court=30 or destination IP count =50 wizhin 10 minuces, Systemn eliminates flow cuplicates (prmary cetecton s |
13, 458,76 (CZE) 2190110235 (IRM)  tcp (6) | Other views: Feriods Events TapList
7 A BEQ T& 7E b 1 f \ T
ii :r;if_l.; EE:;] = ]]:EIEI Hg :jg ::Em ::D' E;': Results for Requested Period: hour
. :f” _'f,: - o —_— &P ' Period Start Time Period End Time Period Size Events Found
16, 45876 (28] 2190, 110247 [IRNY  top (&) —= s : — -
17 158,76 (CZE) | 2.190.110.250 (IRN) | tep (8) ey L e 1
/ 228 RLEE] e L5k ' LRI \3, . 2014-04-" o LA)ss0 122 3133 sourt
= 5876 {C 7E 2140,110.254 “ﬁ”':l '[-Cp iﬁ.l 2?%4&3%‘65 <l ].-:-1: :ilr:E hioure 5 1475 l.= v esh 1220 935 50y
19, 8,76 (CZ5) | 2.190.110.255 (RN} = tcp (6) ' e 1472 = tof 16),5sh [22): 186 saur
. - — = — = 147, koo (E],55h (220 115 sour:
20. 458 e (C£s) 21901111 [IRM} tcp () 195 T2 tca (B1eah (22) 8230
21. 4.58.76 (CZE) 21901116 (IRN)  tcp [6) 2014-04-18 30140418 - . 127 1. tep 8, <oh [22]: 1063 &
45876 (CZE)  2.190.11L9(RM)  tcp (6] 03 CO:00 05:59:58 o 167, > tep 164 3sh (22): 136 sour
ry ACE IS FCTEY . T 100 1711 10 FIE kI PRI | 135.1 WETZ = Lip LB miiresa.de
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|
System FTAS — nekteré dalsi novinky a rozsireni

- 0Od 2013: nova generace systemu
- Variabilni interni datova struktura
- Pfidana nova pole z rozsifujicich mechanismil
- Netflow Security Event Logging
- Flexible Netflow

- Systém pripraven na dalsi postupna rozsireni datove
struktury

- 0Od 2014: plna IPFIX podpora (vé. poli s proménnou délkou)

- Ve vsech pripadech zachovana kompatibilita s daty ,ulozenymi*
predchozimi verzemi (zajisteno viastnostmi Ul)
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System FTAS — nekteré dalsi novinky a rozsireni

- Ukazka nékterych informaci z NetFlow Security Event Logging exportu
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System FTAS — nekteré dalsi novinky a rozsireni

- Ukazka nékterych informaci z Flexible NetFlow rozsifeni

- IP<MAC addr.
J FWD-Status Src-lP Dst-/P Protocol  Src-Port Dst-Port Src<findex Dsi
1. Terminate Forus 134,94 195.11 icmp (1) Echo Reply (0)  Echo Reply (0) 21 0
2. Terminate Forus = 10.31.: 10.31.: icmp (1) Echo Reply (0)  Echo Reply (0} 21 0
3, Terminate Forus 188,1,] 195.11 icmp (1) Echo Reply (0)  Echo Reply (0) 1 0
4, Terminate Forus 195,11 195.11 icmp (1) Echo Reply (0)  Echo Reply (0) 2 0
5. Terminate Forus = 195,11 195,11 icmp (1) Echo Reply (0) ~ Echo Reply (0) 2 0
6. Terminate Forus 195,11 195.11 icmp (1) Echo Reply (0) ~ Echo Reply (0) 2 0
7, Terminate Forus 195,11 195.11 icp (1) Echo Reply (0)  Echo Reply (0) 2 0
8, Forwarded 134,94 195.11 icmp (1) Echo Reply (0) = Echo (2048) 21 2
rt Dst-Port src4findex Dst<findex Ingress-VRFID Src-MAC-Addr Dst-MAC-Add
eply (0) Echo Reply (0) 21 0 1 00:00:00:00:00:00 00:00:00:00:C
eply (0)  Echo Reply (0) 21 0 1 00:00:00:00:00:00 00:00:00;00:C
eply (0) EchoReply(0) 1 0 0 e0:2f:6d:2b:76:80  00:00:00:00;:C
eply (0) Echo Reply (0) 2 0 1 00:60:dd:44:b9:70 00:00:00;00:C
eply (0) Echo Reply (0) 2 0 1 00;50:56:8d:0d:2d 00:00;00:00:(
eply (0) Echo Reply (0} 2 0 1 00:60:dd:44:b8:ec  00:00:00:;00:C
eply (0) Echo Reply (0} 2 0 1 00:60:dd:44:b9:6d 00:00:00:00:C
eply (0) Echo (2048) 21 2 1 00:00:00:00:00:00  00:50:56:8d:(
I:epl:f{ﬂil Echo Reply (0) 2 21 1 00:50:56:8d:0d:2d 00:00:00:00:C
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Systém FTAS - jako sluzba

- Primarni instalace v paterni siti e-Infrastruktury CESNET

CESNET2 - backbone
ﬁ_"m-m-msu; ) Campus - network

Lz= & unarsiy

R A v T
ﬁ#' Cemral Uiser g
cenflguration | | Interace
T Y o,
/ ! e .
- ””“ T
CESNET2 - backbhone ﬁ
ﬁ P Campus - network
) .Il:r. i B
&. ——
=
FTAS @ CE
R " o -
ﬁ*" [ Cenral J l Usor %
configuration | | Interface A
/ T
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Systém FTAS - jako sluzba

- Instalace v sitich uzivateld
- HW uzivatele
- Spolecnha sprava

CESNET_Z - backbone Campus - network

[ operator @ CESNET |

FTAS @ University

riRIR |
Central User ___
configuration | | Interface :
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System FTAS - v souhrnu

- Primarni instalace v e-Infrastrukture CESNET
- 17 fyzickych uzli (340 jader, 160 TB storage)
- Pocet pfistupl k interaktivnimu Ul v roce 2014 ~ 10k
- Pocet piistupl k vystuplim FTAS-reporter modulu v roce 2014 > 180k
- Celkovy objem zpracovavanych dat (v€. interni redistribuce) 2014

YA 00 W14 A5 0

il rates |byps)
I st
rrir=47 1180
max=725 954 =3 H
av= 160 051 M
Ot purt
rair=41, 170
max=873 893
avw=165 429M

Jain Fals ’ Hai ’ Lar ’ Hay ’ Jiini ’ Jiil Aiig ’ S

- Dalsi instalace FTAS
- Samostané instalace v uzivatelskych sitich (~ zpravidla 1 uzel)

- Celkove 30+ instituci s dedikovanou konfiguraci (v ramci primarni
instalace), reportingem nebo vlastni instalaci
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Diky za trpélivost a za pozornost ;-)
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