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* Pozdni reseni
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Pripad Toyota

* Nahlé samovolné zrychleni

* Prokazanych 89 mrtvych

* Problém ve vyvoji softwaru

* Pouziti zprav NASA a BARR Group
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Pravidla v programovani

* Firemni pravidla

* Rekurze

* Pretypovani

* Globalni proménné
* MISRA

* Slozitost funkci

Martin ButnikoSarovski - Vyvoj SW v automotive oblasti



Redeni v Toyota

* Podle BARR group - poruseno
32% vlastnich pravidel



Redeni v Toyota

* Podle BARR group - poruseno
32% vlastnich pravidel

* NASA nasla 7000 MISRA poruseni



Redeni v Toyota

* Podle BARR group - poruseno
32% vlastnich pravidel

* NASA nasla 7000 MISRA poruseni
BARR group pres 80 000




Redeni v Toyota
* Vice nez 11 000 globalnich

proméennych



Redeni v Toyota
* Vice nez 11 000 globalnich

proméennych

* Komplexnost funkci — 67 funkci
jejichz skore vyssi nez 50



Redeni v Toyota
* Vice nez 11 000 globalnich

proméennych

* Komplexnost funkci — 67 funkci
jejichz skore vyssi nez 50

* Funkce nastaveni uhlu
plynového pedalu 146 (1300 r.)
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Zajistéeni pameti

* Parity bit

» Zrcadleni pameéti

* CRC

* Test pouziti pameti



25

Redeni v Toyota

94% (vs. the 41% Toyota told NASA!)

Recursion violates a MISRA-C rule
(1998: #70; 2004: #16.2)

System
ik =) 1,024 bytes
(Basic Tasks
and ISRs)
__J\\
| Bottom
(J
Barr Chapter Regarding B X BARR
Toyota’s Stack Analysis group
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Redeni v Toyota
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Top-Tier Bitmap

20 Priority Level
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Barr Chapter Regarding B XS BARR
19 Toyota’s Operating Systems [} 8roup
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Bezpecnost softwaru

e Zdvojeni kritickych proménnych
* Bezpecné stavy
* Watchdog



Redeni v Toyota

 Uhel seélapnuti plynového pedalu
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Barr Chapter Regarding B XS BARR
36 Toyota’s Software Architecture [J)JJj 8roupP
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Redeni v Toyota
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Redeni v Toyota
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Redeni v Toyota

* Bezpecné stavy
*Limp home modes
*|dle mode fuel cut
*Engine off

* \/Sechny ve stejném tasku jako
ovladani pedalu
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Watchdog

Pravidelna WD
SOftwa re kontrola -

rocesor
( P ) RESET
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Redeni v Toyota

* WD volany z HW interrupt pro
aktualizaci Casovace
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Redeni v Toyota

e WD vola
aktualizac

Interrupt pro
e
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* Toyota porusila zakladni
principy vyvoje SW

* Odskodnéni 1.2 mld. S
e 10 mil. aut



Dékuji za pozornost




* NASA report
— http://www.nhtsa.gov/UA

* BARR Group report

—http://www.safetyresearch.net/Library/Ba
rrSlides FINAL _SCRUBBED.pdf

* Video s Hyundai Sonata

—https://www.youtube.com/watch?v=3bXQ
5m11lw8
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