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SDR

* Co nejdriv preveést radiové viny do digitalni
podoby a pak uz jen programovat

+ libovolny prijimac na prani

+ ukladani signalu pro pozdejSi pokusy

+ snadné programovani v analogu slozitych/nemoznych véci
+ debugger

+ verzovani software

+ sitovani

+ aktualizace pfijimacl pres Internet

+ ...
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Trivialni pristup

Anténa

—

* Problém: Nyquist

Low pass

ADC

— > PocitaC
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Anténa
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Prakticky pristup

Smeésovacl
(mixer)

Low pass

Oscillator

ADC —»> PocitaC

* Problemy: interference, zahlceni, ...
Ize feSit preciznim provedenim vstupni ¢asti (divod, pro¢ SDR
stoji od 200 do 200 000 KCc)
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Hardware pro SDR

rtl-sdr ($10) =

2,4 MHz

Kvalita strasna

Ale pro spoustu veci staci
Lze pridat filtr (teroz.cz)
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Hardware

bladeRF ($300)
nackrf (CCC badge)
SDR Play

USRP
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Software

rel *

GORX
https://brmlab.cz/user/jenda/kukuruku
GNU Radio

kvalita velmi riuznoroda
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Signaly

* FM hlas

- 150-180, 440-480 MHz
- taxi, messengeri, ochranky...
- bezdratové mikrofony (670-800 MHz)
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Signaly

« GSM

- software: Airprobe, OsmocomBB
- obcCas leakne IMSI, potom Sifrované

- ...ale nekvalitni Sifrou!
https://www.brmlab.cz/project/gsm/deka

- GSM-R
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Tetra

“Primyslové GSM”

Mestska policie, dopravni podnik...
Sifrovani: nékolik méduy, nakladné
Spousta siti je “mode 0”

Software: https://brmlab.cz/project/sdr/tetra

- cela sit' Ize dekddovat paralelne s 1-3 rtl-sdr
» funguje kompletni dekédovani audia
- dekodovani vyssich vrstev (datové zpravy atd.) by
si zaslouzilo trochu péece
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Mototrbo/DMR

Dalsi sit, hlas + data

software: DMRDecode, dsd

Sifrovani: vyberte si: zadné, tragické, mizerné
- noveé uz je tedy 1 AES

Méstska policie, prumysl, SCADA
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Tetrapol/Matra

Si takova sit
ICle, armada

Sifrovani: neznamy algoritmus, indicie, Ze je
slaby

Experimentalni dekodeér nesifrovanych metadat
- https://brmlab.cz/project/sdr/tetrapol
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https://brmlab.cz/project/sdr/tetrapol
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FM(AFSK(Data))

* VIACky
e Sirény
 Radiosondy

- Zamerovani vysilacCe v terénu
- https://www.brmlab.cz/project/sdr/fff
- https://lwww.brmlab.cz/project/weathersonde/start
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Find, fix and finish

http://petr-kubac.blog.cz/1301/radiokompas-1

NSA Litomérice
the only company that actually listens to your needs


http://petr-kubac.blog.cz/1301/radiokompas-1




18/25

Letadla

o Aktivni: ACARS, ADS-B
- znate jako http://www.flightradar24.com/

» acarsdec, dumpl090

e pasivni radar

DEMQO?
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Gnu Radio

» dependency nightmare

* dynamicky vyvoj
» https://brmlab.cz/user/jenda/gnuradio
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Letadla

* Active-passive:

- Kopac¢/Ramona/Tamara
- Flightradar24 MLAT

ELECTRONIC
' s s os LEMPUTER
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Duchy na analogové televizi

|i IMI.{!

source: http://www.rsm.govt. nz/cms/consumers/receptlon problems/what -does-interference-look-like
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* PIné pasivni
- VERA (Véra)

- http://jenda.hrach.eu/f2/passive-radar-processing-pr
eprint.pdf

e dost slozita matematika

DAL LINE RATE: 15625 Hy

PLANE
= 64y
LINE LENGTH>E 00,
11,2 gl BOUNCE "““«-\\
= A/em _
), F*‘PTH’ DfEEﬂ-r "

Dazedoz 304 m/fm

Dual coherent rtl-sdr: zﬁ}TV X
https://www.youtube.com/watch?v=KRqgtqtCVRRO NSA Litomerice

the only company that actually listens to your needs


http://jenda.hrach.eu/f2/passive-radar-processing-preprint.pdf
http://jenda.hrach.eu/f2/passive-radar-processing-preprint.pdf
https://www.youtube.com/watch?v=KRqtqtCVRR0

23/25

http://www.armadninoviny.cz/cesky-tichy-strazce-vidi-i-neviditelna-letadla-.htmi
http://clanekvera.sweb.cz/
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ASMKS

* ASMKS (Automatic system for frequency
spectrum monitoring) by CTU

e Coherent scanners + MLAT
e DYI: SDR + GPS, SDR + FM?
 Anyone?
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UAG

NSA Litomeérice
the only company that actually listens to your needs



